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1.  OBIIME CBEJIEHUS

YdeOHas IUCHUILIIMHA «3amuTa HHPOPMAIUI» U3yJaeTCsl B TPEThEM CEMECTpE.
KypcoBas paboTta/KypcoBoii MpoeKT — He MpeaycCMOTpeH(a)

1.1. ®opma npoMeKyTOUHOM aTTeCTaI|U:
DK3aMeH.
1.2.  Mecto yueOHOU qucHuIUIMHBL B cTpykType OITOIT

VYuebHas AucIuIUIMHA «3anuTa HHPOPMALUU» OTHOCHTCS K 00513aTeIbHON YaCTH ITPOTPaMMEI.
Pesynbrarel oOyueHHss 1o y4eOHOM NMCHUIUIMHE, HCHOJB3YIOTCS HPU M3YYEHHH CIEAYIOUINX
JUCLUIIINH U IPOXOKACHUS IPAKTUK:

—  OCHOBBI IPOEKTUPOBAHUS 0a3 TaHHBIX;

— IlpoextupoBanre nHGPOPMALMOHHBIX U aBTOMAaTU3UPOBAHHBIX CUCTEM ;

— IudpoBbie 1BONHUKN TEXHOJIOTUYECKUX MTPOLIECCOB U MPOU3BOJICTB.
Pe3ynbratel OCBOGHHMS Yy4eOHOW MAMCUMIUIMHBI B JanbHeWmieM OyayT MCHOJb30BaHbl IIPH
MPOXOXKJICHUH YUeOHOU MPAKTUKU U BHITIOJIHEHUU BBITYCKHON KBaTU(UKALUMOHHONW PaOOTHI.

2. MEJMH ¥ INIAHUPYEMBIE PE3YJIbTATEI OBYYEHMS 110
JTUCHUIJIMHE

CoBpeMeHHBIN CIENHATMCT B 00acT MHPOPMAIIMOHHBIX TEXHOJIOTHH JOJHKEH 00JamaTh
3HaHMUSIMH U HaBbIKaMH oOecniedyeHus uHGopMannoHHON Oe3omacHocTH. CBA3aHO 3TO C TEM, YTO B
MH(OPMALIMOHHBIX CHUCTEMaX NPEINPUATUA W OpraHM3alMii XpaHuUTCs U 0OpabaTbIBaeTCs
KPpUTHYECKH BaKHas HHPOpMAIMs, HapylleHHe KOH(PUACHUNUAIbHOCTH, ULEIOCTHOCTH WU
JOCTYITHOCTH KOTOPOW MOYKET NMPHUBECTH K HEXKeNaTeabHbIM mnocieacTBusM. [lostomy Bompocam
obecrieueHrs MHQPOPMAIMOHHON 0€30MacHOCTH JOJKHO YAEISAThCS BHHMAHHE Ha BCEX HJTalax
pa3pabOTKH U AKCILTyaTallui HHPOPMAITMOHHBIX CUCTEM.

Henstmu n3ydeHus: IUCHUIUIMHBI «3aiiuTa HHGOPMaIUU» SIBIISIOTCS:

— u3ydyeHue O0a30BbIX TMOHATUH, CBSI3aHHBIX C oOecreyeHueM HH(POPMAIIMOHHON
0€30MMacCHOCTH: BU/IbI OCHOBHBIX YTPO3 U MEPBI IPOTUBOICUCTBUS UM

— H3Y4YCHHME OCHOBHBIX TMOHITHM KpuUNTOrpaQuu: aarOpUTMbl CHUMMETPHUYHOTO H
aCCUMETPUYHOTO MIH(PPOBAHUS, POLIECC CO3AAHUS HHPPACTPYKTYPHI OTKPHITHIX KIIIOUEH ;

— H3YYEHHE TIPOTOKOJOB KpUNTOrpauyueckoil 3alIUThl JaHHBIX, [epeaBaeMbIX IO
TEJIEKOMMYHUKAIIMOHHBIM CETSIM, HCIOJB3YIOMMM CTeK mpoTokosioB TCP/IP, ucmonb3oBanue
MEKCETEBBIX SKPAHOB JJIs 3aILIUTHI CETEH;

— paccMOTpPEHUE COBPEMEHHBIX METOJMK aHAJIU3a U YIPABICHUS PUCKAMU, CBSI3aHHBIMU C
HH(pOpPMAITMOHHOM 6€30MaCHOCTHIO.

2.1, <D0pMpreMLIe KOMIICTCHIIMHU, THAUKATOPbLI JOCTUKCHUA KOMIIETCHIIUH,
COOTHECEHHEIE C IUIAaHUPYCMBIMU PE3YyJIbTaTaMU 06yquI/m 10 JUCLUILIJINHE:

Ko v HaumeHOBaHMe
Kox n HaumeHoBaHue ——r Ilnanupyembie pe3yabTaThl 00y4YeHUs
KOMIeTeHIIHH M0 AMCHHILTHHE
AOCTHKEHHs KOMIETeHIINH
OIIK-3 HJI-OIIK-3.3 — IlpuMeHsieT TOrMKO-METOIOTOT MY ECKUN
Cnocoben pemarb Cobmonenne tpeboBaHuii o UHCTPYMEHTapuid I8  KPUTHYECKOM
CTaH/IapTHHIE 33/Ia4H “H(}pOpPMaIMOHHOM OLICHKH TIOTy4aeMoi WHQPOpMAIHA W
npodeccuoHaNbHON 0e3omacHOCTH BBIOMpAET OINITUMAJIbHOE pelieHue
NeATeIbHOCTH Ha OCHOBE MOCTaBJICHHOW  3aJadyd  Ha  OCHOBE
UH(POPMAITUOHHOH 1 CHCTEMHOT0 MTOJX0/1a.
oubnuorpadpuueckoi — HWcnonb3yer MaTeMaTHYECKH armapat
KYJIBTYPBI C u U pPOBLIC nH(pOPMALMOHHBIE




Kox 1 HauMeHoOBaHHe

Kox 1 HauMeHOBaHHe
HHANKATOpPA

IInanmpyemeble pe3yabTaThl 00y4eHHs

TEXHOJIOTUI U C y4ETOM
OCHOBHBIX TpeOOBaHUI
WH(POPMAITUOHHON

KOMIeTeHIINH 10 THCIHHILTHHE
JAOCTHKEHHUsI KOMI€TEeHIINH

MpUMEHEHUEM TeXHOJOruu Jasi cbopa u 00pabOTKM

UH(OPMALUOHHO- JaHHBIX HEOOXONMMBIX JJIsi aHalu3a H

KOMMYHHUKAIIUOHHBIX IIOCTaHOBKHU 3aJa4uun HI/I(prBI/I?)aHI/II/I

TEXHOJIOTUYECKUX IMPOLIECCOB; UCIONb3YeT
U POBBIE CEPTU(UKATHI.

— Ilpumensier  HaBBIKM  PabOTBI €
HOPMAaTHBHOMH JIOKYMEHTaLHen Ha
3JICKTPOHHBIX  pecypcax KoHCynbTaHT,
I"apant, Katamor TOCT www.internet-law,
B ITOMCKOBBIX cucTemMax Web of Science,
PatSearch u 6a3ax mannwix Global Patent
Index JUTST oopmiteHus mpas
WHTEIUICKTYalbHOM  COOCTBEHHOCTH  Ha
Hay4yHbIe pa3pabOTKU B cdepe HUPPOBBIX
TEXHOJIOTUH.

I1K-4

Crioco6eH
IIPOCKTUPOBATH
OTJCIIbHBIC DJIIEMEHTHI U
MOJACUCTEMBI
ABTOMATU3UPOBAHHBIX
CHCTEM YIpaBJICHUS
npennpustueM (ACYII)

WJI-TIK-4.4

Br16op cpencTs 3ammThl
nHpopMaruu

— Bunageer cytbio
KOHKPETHO-HAaY4YHbIX
IIPUHIIUIIOB UCCIICIOBaAHUA.

— Bnaneer 0a30BBIMU TMOHATHUIMH,
CBSI3aHHBIMH v obecrieueHrEM
WHQPOPMAITMOHHON 0Ee30MacHOCTH, BUIAMHU
OCHOBHBIX yrpo3 u Mepamu
MPOTUBOAEHUCTBUS UM;

— Ilpumensier MeTOmBI ¥ AITOPUTMBI
CUMMETPHYHOTO H  ACCUMETPHUYHOTO
mpoBaHus TaHHBIX;

— MHcnonssyer MIPOTOKOJIBI
Kpunrorpauueckoll  3amyThl  JIAHHBIX,
nepeaaBaeMbIX o
TEJIEKOMM YHHKAITHOHHBIM CeTsIM,
MCTIOIB3YIOMUM cTeK mpoTokonoB TCP/IP,
MEKCETEBBIe SKPaHBI IS 3aIIUTHI CETEH;

— Brageer coBpeMeHHBIMH METOIMKAMHU

OOIeHayYHbIX |
METOJI0B u

aHaJgM3a W YIOpaBJIGHHS  PUCKAMHU,
CBSI3aHHBIMH c nHPOPMATMOHHON
0e301aCHOCTBIO.
3. CTPYKTYPA U COJAEP)KAHUE YYEBHOM JUCIUILINHBI
O6mas TpynoEMKOCTh y4eOHON AUCHUIIINHBI IO Y4eOHOMY IJIaHY COCTABIISIET:
o 04HOU opMe 0OyueHHs — 4 3.e. 144 yac.
3.1.  Crpykrypa yueOHON AUCHUILIUHBI JJIs1 00y4JaIOIIMXCs 110 BUIaM 3aHATUH
CTpyKTypa M 00bEeM AU CHHUIIJIAHBI
Oo0nem o T o CamocTosiTeIbHAsK
= = o| © KonTakTHast aynuTopHas padora,
AUCUMIUIMHBINO | 2 8 & 5 ) padoTa odyuarouierocs,
ceMecTpam Sc =X B8 F gac



http://www.internet-law/
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3.2.  Crpykrypa yaeOHON AUCIUILTHHBI JJIs 0OYyJaIOMIMXCs 10 pa3jesiaM | TeMaM AUCHUIUIMHBL: (04Hast hopma 00ydeHHs)
ILiianupyembie Buabl yueOHO0i#l paboThI
(KOHTpOHUpYeM KonTakTHasg padota
bl€) pe3yJabTaThl o = Buabl u popMbI KOHTPOIBbHBIX
OCBOEHHA: © @ E = o % MeponpHsITHIA, oﬁecneqv‘l'nammne no
KO/IbI HaumenoBaHue pa3aenoB, TeM; o Eo | B d g N 5 COBOKYITHOCTH TEKYIIU KOHTPOJIb
¢opmMupyemMbIx (opMBbI MPOMEKYTOUHOI ATTECTAIUM 8 8 g = g 8 g =i yCIeBaeMoCTH;
KOMIIETEHLIM I 1 = £ & 5= B z 8 e = (popMBI IPOMEIKYTOYHOI0 KOHTPOJIS
HHINKATOPOB = < E 3 g g g E S g ycneBaeMoCTH
JAOCTHKEHUS 5 2 = eef 25 z <
KOMIeTeHIHii = ES | Bay BEE | O
OIIK-3: Pa3nen |. Teopernueckue 0cCHOBbI MH(OPMALMOHHOI 4 X 4 X 6
NA-0OI1K-3.3 0€30MmacHOCTH
Tema 1.1 2 1 DopMBbI TEKYILIETO KOHTPOJIA
bazoBsie morsTHsA. O0mas cxema mporecca 00eCIeIeHIS o pazaeny I
6e3omacHocTd. MneHTndukaiys, ayreHTuGuKaIms, yrpapicHIe 1. BxomHO# KOHTPOJIH 3HAHUH (YCTHBIH
JIOCTYTIOM. oTIpoC).
Tema 1.2 2 1 2. Pa30op Teopernueckoro marepuaia
ITporrecc moCTpOESHUS U OLEHKH CHCTEMBI 00€CTICYECH B (hopMaTe yCTHOH THCKYCCHH.
6ezomacuoctr. Crammapr ISO/IEC 15408 3. 3ammra 1abopaTopHBIX PaboOT.
JlaGopaTopnas pa6ora Ne 1.1 2 2 4. KoHTpOJIBbHOE TECTHPOBAHUE.
Hcronp3oBanne MUGPOBHIX CEPTUHHUKATOB
JlabopaTtopHas padora Ne 1.2 2 2
VYnpasnenue goctynom B CYBJl SQL Server
[K-4: Pa3zpgen |1. OcHoBbl kpunrorpadgun 5 X 10 X 16
NA-T1K-4.4 Tema 2.1 1 2 DOopMBI TEKYIIETO KOHTPOJIS
OcnoBHbIe orATHA. Knmaccndukanusa mmdpos. CummerpudHoe o pazaeny ll:
mmdpoBanue. Cxema Deiicrens. Anroputmsl DES, AES, 1. BXomHOW KOHTPOJb 3HAHHUN
I'OCT-28147-89 (ycTHBIH orpoc).
Tema 2.2 2 3 2. Pa3bop Teopernueckoro matepuaia
Accumerpuunble mm@psl. Xem-()yHKIuu B (popMaTe yCTHOH AUCKYCCHU.
Tema 2.3 2 2 3. 3amuta 1a00paTOPHBIX PabOT.
Wudpacrpykrypa oTKpbITHIX Kimtodei. L{udpossie 4. KoHTpOJIbHOE TECTHPOBAHUE.
cepTudHKaThL. DIEKTpOHHAs IH(pPOBasi MOAIHUCE.
JlaGoparopuas pabora Ne 2.1 2 3




Iliianupyembie Buabl yueOH0i#l paboThI
(KOHTpOIHUpPYeM KonTakTHasg padota
bl€) pe3yJabTaThl o = Buabl u popMbI KOHTPOIBHBIX
OCBOEHH: © @ E = o = MeponpHsITHIA, oﬁecneqvinammne no
KO/IbI HaumenoBanue pa3aeioB, TeM; o Eo | 2 d g N B COBOKYITHOCTH TEKYIIUH KOHTPOJIb
¢hopmMupyeMbIx (opMBbI MPOMEKYTOUHOI aTTECTAIUM g g g 2 3 8 g = s yCIeBaeMoCTH;
KOMIIETeHIIHiT 1 = £ | E = = z 3 e :ﬁ (opMBbI IPOMEKYTOYHOT0 KOHTPOJISI
MHIMKATOPOB § E E = = g E E S = ycneBaeMocTH
JMOCTHIKEHHSI g 2 = $e 3y &% = 'S
KOMIeTeHIHii = = S Has EE O a2
[udpoBanne nanHBIX ¢ mpuMeHerneM mmdpos Llesaps u
Atb6am B mporpamme SMath Solver
JlaGopaTtopHas paborta Ne 2.2 4 3
udpoBanne nanubix. Peanuzamws Tabnmiel Brokuaepa
cpencrBamu Ms EXCEL
JlabopaTtopHas paborta Ne 2.3 4 3
Meto/bl IepecTaHOBKU
OIIK-3: Pazpgen 111, 3amura undopmannu B 1P-ceTsix 6 X 10 X 15 DopMBI TEKYILETO KOHTPOJIA
NJI-OTIK-3.3 Tema 3.1 2 2 o pazneny IlI:
ITpoToKoy 3amuTH 31eKTpoHHOM moutsl S/MIME 1. BxoaHO# KOHTPOIB 3HAHUH (YCTHBIN
Tema 3.2 2 2 orpoc).
IIporokoner SSL u TLS 2. Pa30op Teopernueckoro marepuaia
Tema 3.3 2 2 B (hopMaTe yCTHOI TUCKYCCHU.
ITpotokonsl IPSec u pacnpenenenue kmoueil. MexcereBbie 3. 3ammra 1a60paTOPHBIX PaboT.
SKPaHbI 4. KoHTpOJIBbHOE TECTHPOBAHUE.
JlabopaTtopnas pabota Ne 3.1 2 3
Bcerpoennsiit mexxcereBoit skpan Windows Server 2008
JlabopaTtopHas pabota Ne 3.2 4 3
Coznanwne nieHTpa cepruduramu (YI0CTOBEPSIONIETO IEHTPa) B
Windows Server 2008
JlaGoparopnast paborta Ne 3.3 4 3
Ucnons3zosanne Microsoft Security Assessment Tool
[1K-4: Paznen |V. AHanu3 u ynpaBjieHue puckamMu B cepe 3 X 10 X 13
NA-T1IK-4.4 HHG(OPMAIHOHHOI 0€30MACHOCTH




Iliianupyembie Buabl yueOH0i#l paboThI
(KOHTpOIHUpPYeM KonTakTHasg padota
bl€) pe3yJabTaThl o = Buabl 1 popMbI KOHTPOJILHBIX
OCBOEHH: © @ E = o = MeponpHsITHIA, oﬁecneqlﬁnammne no
KO/IbI HaumenoBanue pa3aeioB, TeM; o g o & d g N B COBOKYITHOCTH TEKYIIUH KOHTPOJIb
(popmMupyembIx (opMBbI MPOMEKYTOUHOI aTTECTAIUM g g g 2 3 8 g = s yCIeBaeMoCTH;
KOMIETEHIM A U = 2 § 53 = 2 § 2 :; (opMBbI IPOMEKYTOYHOT0 KOHTPOJISI
MHIMKATOPOB § E = = = g E = S = ycneBaeMocTH
JMOCTHIKEHHSI g 2 = $e 3y &% = 'S
KOMIeTeHIHii = = S Has EE O a2
Tema 4.1 1 1 DopMBbI TEKYILIETO KOHTPOJIA
Brenenne B mpobiiemy. YnpaBieHHE pUCKaMHU 1o pazaeny 1V:*
Tema 4.2 1 1 1. BXomHOW KOHTPOJIb 3HAHUN
MeTOoAMKH MOCTPOCHUS CUCTEM 3allIUThl HH(MOPMAIHK (ycTHBIH ompoc).
Tema 4.3 1 2 2. Pa30op TeopeTrueckoro Marepuaia
MeToauKy ¥ MporpaMMHBIE TIPOIYKTHI 7Sl OIEHKH PHCKOB B (hopmMaTe yCTHOH TUCKYCCHU.
JlaGoparopHas pabora Ne 4.1 4 3 3. 3awmra 1a60paTOpHBIX PaboT.
VYcranoBka Avast Free Antivirus. Pa3BepTeiBanne 4. KoHTpOIbHOE TECTUPOBAHHE.
AHTHBUPYCHOM 3aIMTHI: YCTAHOBKA areéHTOB
aJIMHUHHACTPHUPOBAHHS, IPOBEPKA COBMECTUMOCTH
JlabopaTtopHas padora Ne 4.2 4 3
Pabora ¢ BUpYCHBIMH WHITICHTAMH
JlabopaTopnas padora Ne 4.3 2 3
Hacrpoiika nporokona IPSec 8 Windows Server
OK3aMeH X X X X 6 DK3aMeH 1o Omieram
HUTOI'O 3a TpeTnii ceMecTp 18 34 56
HUTOI'O 3a Bech mepuoja 18 34 56




3.3.  Kparkoe comepxkanue ydeOHON JUCIIUITITNHBI
Ne I8 FYTIBONATICG [AENEIE I Coneprxxanue pasiesna (TeMbl)
TeMbI JUCHUIIJINHBbI

Paznean | TeopeTnyeckue 0CHOBbI HH(OPMAUOHHOI 0€30MACHOCTH

Tema 1.1 BbazoBbie nmonsitus. O0mas 3ammTa OT HECAHKITMOHUPOBAHHOTO JTocTyna. Monenu
cxema mporiecca obecriedenust | 6e3onacHocTH. Monenb Xappucona — Py330 — YibpmaHa.
0e30MacHOCTH. Mopnens bemna — Jlallagynsl. PoneBas monens
Unentuduxanus, 0e30macHOCTH.
ayTeHTU(UKAIHSI, YIPaBICHUE
JOCTYTIOM.

Tema 1.2 [Ipomecc mocTpoeHus u Cranpmapt ISO/IEC 15408. OcHoBHbIE TIOHSATHS. J[Ba THTIA
OLIEHKH CHUCTEMBI oOecrieueHust | TpeboBanmii 6e3omacHocTH. Kiacchl pyHKIIMOHATBHBIX
6ezonacHoctu. Ctanmapt TpeboBanmii. CTpykTypa npouiis 3alIuTh.

ISO/IEC 15408

Pazgen 11 OcHoBBI KpUNTOrpaduu

Tema 2.1 OCHOBHBIE TOHATHS. Ucropus BosHuKHOBEHUS KpunTorpadguu. CUMMeTprUYHbIC
Knaccudukanms nmdpos umppsl. Cxema Oeticrens. udp DES, AES. lllndp TOCT

28147-89. YrpaBnenue KpUITOrpahuIecKuMu KIFO4aMu JUIst
CUMMETPHYHBIX MIPU(TOB.

Tema 2.2 AccHuMeTpuYHbIe IUQPEI. OcHoBHbIe TOHATHSA. Pactipenenenne Kirodei mo cxeme

Xem-QyHKIUH Huddu-Xemnmmana. Kpunrorpaduueckas cucrema RSA.
COBMECTHOE UCITOJIHL30BAHNE CUMMCETPUYHBIX U
ACCHMETPUYHBIX MPUPTOB. Xem-PyHKIIK 0e3 KITro4da 1 ¢
kiodoM. AnroputMmel cemeiicte MD, SHA, TOCT P 34.11-
2012.

Tema 2.3 HubpacTpyKTypa OTKPBITHIX Artaka tuma man in the middle. Mepapxus 1ienTpos
xiroueit. [{udpossie ceprudukanuu 1 KineHToB. CepTU(UKATHI U JIEKTPOHHO-
cepTuuKaThl U poBast MOJIHCE.

Pazgen Il | 3amura undopmanuu B 1P-ceTsix

Tema 3.1 [IpoToko 3ammTh OcnoBHeble orsTAA. CTpyKTypa mpoTtokona. [logmepxka
snekTponHoi moutsl S/IMIME | mouroBeiMu KiTeHTaMH.

Tema 3.2 IIporokomner SSL u TLS Hcropust pa3paObOoTKH. DTarbl B3aUMOCHCTBUSA KIMEHTA U

cepsepa.

Tema 3.3 IIporokomnsl IPSec u IIporokoiast AH, ESP, SKIP, ISAKMP, IKE. IIporokoJs
pacrpeneincHue KITFOIeH. IPSeC u TpaHCIAIMS CETEBBIX aIPECOB.

MeskcereBbie SKpaHbl

Paznen IV | Ananu3 u ynpasJienue puckamu B cpepe HH(POPMALMOHHOI 0€30MACHOCTH

Tema 4.1 Beenenue B mpoOiemy. [Tonsitue pucka B chepe nHMDOPMAITMOHHONW OE30MACHOCTH.
YnpaneHue puckamu UccnenoBanne puckoB. Mopens 6€30MacHOCTH € TIOJTHBIM

TIEPEKPBITHEM.

Tema 4.2 VYmpasnenue Ympasnenue nHopMamoHHoH 6e3onacHOCThI0. CTaHmapTHI
rH(}OpMaIMOHHOMI ISO/IEC 17799/27002 u 27001. TOCT P UICO/MDK
Oe3omnacHocThio. CTaHAapTHI 17799:2005. TOCT P UCO/MDBK 27001-2006.

ISO/IEC 17799/27002 u
27001

Tema 4.3 MeTOoNKH TTOCTPOEHHSI Mopgens Lifecycle Security. Moaenb MHOrOypOBHEBOi

CUCTeM 3aluThl HHpOpManuy | 3amuThl. MeToanKa yIpaBleHus pUCKaMU, ITpejiaraeMas
«MukpocodT».
3.4.  OpraHuzanus caMOCTOSATENILHONW pabOThl 00yJarOIUXCs

CaMocTosTenbHAS pa60Ta CTyACHTA — o0s13aTebHAs 4acTh 06pa3013aTenLHoro Ipornecca,
HaIllpaBJICHHAA HA pa3BUTUC TOTOBHOCTH K HpO(peCCI/IOHaJILHOMy " JINYHOCTHOMY CaM006p3.30BaHI/IIO,
Ha IMPOCKTHUPOBAHUC JaJIbHEHIIIEro O6p2[30BaTCJ'IBHOF0 Mapuipyra u HpO(I)CCCI/IOHaJ'ILHOI‘/’I KapbCphI.
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CamocrostenpHas paboTa 00yJaroIIMXCsl IO AUCIMILIMHE OPraHu30BaHa KaK COBOKYIHOCTh
ayJUTOPHBIX W BHEAYAUTOPHBIX 3aHATHM M paboT, 00ECNEeUMBAIONINX YCIEIIHOE OCBOCHHE
JTMCUUTUIAHBL

AynuTopHas caMoOCTOsITeNbHAs paboTa OOYyYarOIIMXCS 1O JUCIUILIMHE BBIMOJHSACTCS Ha
YUeOHBIX 3aHATHSX 1107 PYKOBOJCTBOM TIpeNoJaBaTelsi W IO €ro 3adaHuio. AyauTopHas
camMoCTOsITeNIbHAsL paboTa 0Oyyarouxcs BXOAUT B 001Ul 00bEM BPpEMEHU, OTBEAECHHOIO YUYEOHBIM
IUTAHOM Ha ayIMTOPHYIO pabOTy, U periaMeHTUPYETCs PACIUCAHNEM YUeOHBIX 3aHATHH.

BueayauropHas camocTosATenbHas padoTa oOydyarouuxcs — iaHupyemasi yueOHas, HayqyHo-
MCCIIeI0BATENIbCKAs, MPAKTHUECKas paboTa 00ydJaromMXcs, BBIOIHsAEMas BO BHEAYAUTOPHOE BPEMsI
10 33/IaHUI0 U TIPU METOAMYECKOM PYKOBOJICTBE IpENoaBareisi, Ho 0e3 ero HemoCpeaCTBEHHOTO
YUYacTHsI, pacliiCaHueM y4eOHBIX 3aHATUH HE PETJIAMEHTHPYETCS.

BueayauropHast camocTosATeabHas padoTa 00yJaromuxcsl BKJIIOYAeT B ceOsl:

— TOJTOTOBKY K JICKIIHSIM, 3a4eTy;

— H3y4eHHE yueOHBIX MOCOOMIi;

— W3yYeHHE TEOPETHYECKOTO M MPAKTHUYECKOr0 MaTepualia MO0 PEKOMEHOBAHHBIM
HCTOYHUKAM;

— MOATOTOBKa K 3aIuTe JabopaTopHBIX padoT;

— TIOJITOTOBKA K MPOBEPOYHOMY TECTHPOBAHUIO.

CamocrositenpbHas paboTa OOydarOmMXCS C YYacTHeM TIpernojaBarenss B (opMe HHOM
KOHTaKkTHON pa0oThl mMpeaycMaTpuBaeT TPYIIOBYIO W (MJIM) HWHAMBUAYaJIbHYIO paboTy c
00yJarOIIMMHUCS U BKJITFOYAET B CeOsI:

— TPOBEJCHWUE WHIVBUAYAJIbHBIX W TPYNIOBBIX KOHCYJNBTAIlMH 10  OTACIHHBIM
TeMam/pazesiaM AUCLUILIUHBI;

— NpPOBEAEHUE KOHCYIbTALUH Mepel 3a4eTOM;

— KOHCYJBTALlUU [0 OPraHU3alul CaMOCTOSITEIBHOTO U3YUEHHS OTAEIbHBIX PA3/IEJI0B/TEM.

[Tepeuenp pasnenoB/Tem/, MOJHOCTHIO WM YAaCTHYHO OTHECEHHBIX Ha CaMOCTOSTEILHOE
M3YYEHHE C TOCTIEAYIONINM KOHTPOJIEM:

Buasl u popmbl
HaumeHoBaHHe A $op 2
KOHTPOJIBbHBIX =
pa3neiia /TeMbl o 9
MeponpusTHii 2
JAUCHUTIHHBI, N
Ne 3agaHus 115l CAMOCTOSITEJIbHON PadoThI (YYUTBIBAKOTCS =
BBIHOCHMBIE Ha 2
NpHU NpoBeieHnn | &
CaMOCTOSITEJILHOE g
TeKyILIero 22
u3yueHue =
KOHTPOJ11)
Paznen IV | Ananu3 u ynpaBJjienne puckamu B cgepe nnpopManiuoHHOH 6e30MacHOCTH
Tema 4.4 Nudopmarnmonnas Oummar. [laponpHas 3anmTa faHHBIX. | YcTHOE 2
0e30MacHOCTh Xemw naposis. [laponbHas nonuTHka cobecemoBaHre
TOJTb30BATENS OpraHu3aluu

3.5. IlpumeHeHue 3EKTPOHHOTO OOYUYECHHsI, TUCTAHIIHOHHBIX 00Pa30BaTEIbHBIX
TEXHOJIOTUU

Peanuzanms mporpaMmal yqe6H0171 AUCHUIIIMHBI C TPUMCEHCHUEM 3JICKTPOHHOTO O6y‘ICHI/I$I u
JAUCTAaHIIMOHHBIX 06pa3OBaTeJ'IBHBIX TEXHOJIOT Ui PETIIaMCHTHUPYCTCA HeﬁCTBYIOHlHMH JJOKaJIbHBIMH
AKTaMU YHUBCEPCUTCTA.

VYuebnas ACATCIIBHOCTD YaCTUYHO MMPOBOAUTCS HaA OHHaﬁH'HHaTQ)OpMe 3a CHCT ITPUMCHCHUA
y‘le6HO'MeTOI[I/ILIeCKI/IX SJICKTPOHHBIX 06pa30BaTeJ'IBHBIX PECYPCOB:

HCI0J1b30BaAHHE o0beMm, BKJIIOYEHHE B YUeOHBIH
ucnoab3zoBanue 30 u 10T
90 u 10T qac npouece
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o0yueHue
¢ BeO-TIOIepIKKON

y4eOHO-METOIMYECKUE AIEKTPOHHBIC OpraHu3alms
00pa3oBaTeNbHbIC PECYPCHl YHUBEPCUTETA CaMOCTOSITENEHON  paboThI
1 kareropuu 00yJaroImxcst
y4eOHO-METOIMYECKUE AIEKTPOHHBIC B COOTBETCTBUH C
00pa3oBaTeNbHbIC PECYPCHl YHUBEPCUTETA pacnucaHueM

2 KaTeropuu

TEKyLIeH/TPOMEKYTOUHOH
aTTecTalluu

30P obecreynBarOT B COOTBETCTBUH C IPOTPAMMON JHUCIUTUIMHBI (MOIYJIs):

— OpraHU3alUI0 CAMOCTOSITEIBHON pabOThl OOydaroUIerocs, BKJIKOYas KOHTPOJb 3HAHUIA
oOyyaromerocs (CaMOKOHTPOJIb, TEKYIIUI KOHTPOJIb 3HAHUH U TIPOMEKYTOUHYIO aTTECTALUIO),

— METOJAMYECKOE COMPOBOKICHUE W JIONOJHUTENIBbHYIO HH(DOPMALMOHHYIO MOIJIEPKKY
AJIEKTPOHHOTO 00y4YeHHMs (AOMOHUTEIbHbIE YUeOHbIE U UH(POPMALIMOHHO-CIIPAaBOYHbIE MaTEPUAIIbI).

Tekyias v npoMexyTo4yHasi aTTeCTalluy MO OHJIAWH-KYpCY MPOBOJSATCS B COOTBETCTBUHU C
rpaMKoM y4eOHOTO MPOLECCa U PACITUCAHUEM.
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4. PE3YJIbTATBI OBYUYEHMUS 11O JUCHUIIVIMHE, KPUTEPUU OLNEHKHX YPOBHA C®@OPMHUPOBAHHOCTHU
KOMIIETEHIIUM, CACTEMA 1 IIIKAJIA OIIEHUBAHUA

4.1. CooTHeceHuE IIAHUPYEMBIX PE3YJIHTATOB OOYYEHUS C YPOBHIMH CPOPMUPOBAHHOCTH KOMIETEHIIMU(I1).

YpoBHHU
chopmMupoBanHOCTH
KoMIeTeHru(-i)

Hrorosoe
KO0JIMY€CTBO
0a10B
B 100-6anabHoi
cucreme
110 pe3yJibTaTam
TeKyllei u
NPOMEXYTOYHOU
aTTecTaAlul

Ounenka B
NATHOAIBLHON
cucreme
110 pe3yJibTaTam
TeKylei u
NPOMEXYTOYHOU
arTecTaluu

Iloxa3aTenu ypoBHS cOPMHPOBAHHOCTH

YHHBeEpPCATbHOM (-bIX)
KoMIeTeHuu(-i)

oduenpogeccunoHATLHOM(-bIX)
KOMIeTeH U

npogdeccuoHaILHON(-BIX)
KoMIeTeHIum (-i)

OIIK-3:
UJI-OIIK-3.3

[1K-4:
WJI-TIK-4.4

BBICOKHH

OTJINYHO/
3a4TeHO (OTIUYHO)/
3a4TEeHO

OOyuaronuiics:

— I/IC‘-IepHI)IBaIOH_Ie " JIOTUYCCKHN
CTpPOWHO H3/Iaraer y4eOHbIH
MaTepua, IPAMEHSIET 3HAaHUS
3aKOHOB M METOJ0B B 00JIaCTH
©CTECTBEHHBIX U WHKCHEPHBIX
HayK JUIS IOCTAaHOBKH 3aIaur
pa3pabOTKH TOACUCTEMEI
nH(pOpPMAITHOHHOH
0€30I1aCHOCTH,

— IIOKa3bIBAET CIIOCOOHOCTH B
MTOHUMaHUH U TIPAKTHICCKOM
WCTIOJIH30BAHUH OOIIIEHAYYHBIX U
KOHKPETHO-HAYYHBIX METO/IOB U
MIPUHIIATIOB HCCIIEOBAHNUS;

— cBOOONTHO OPHUEHTHPYETCS B
MIPUMEHEHUH COBPEMEHHBIX
WH(OPMAITMOHHBIX TEXHOIOTUN
Y TIPOTPaMM JUTsl pa3paboTKu
nokymentanun: MS Office.

OOyuaronuiics:

— JlaeT pa3BepHYTHIE,
HCYEPIIBIBAIOLIHE,
npodeccrnoHaabHO TPAaMOTHEIE
OTBETHI Ha BOMPOCHI, B TOM
qHCIIe, TOMOMHUTEIbHBIE.

MOBBIIIIEHHBIN

xoportio/

OO0y4aromuiics:

OO0y4arormuics:
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3a4TeHo (xoporo)/
3a4TEHO

— JIOCTaTOYHO MOJPOOHO, — OTBET OTpaXkaeT 3HaHUE
TPaMOTHO U IO CYLLIECTBY TEOPETUYECKOr0 U

W3JIaraeT U3y4eHHbII MaTepyal, | MPaKTHYECKOro MaTepuana, He
NIPUBOJUT U PACKPLIBAET B JIOITyCKasl CYIIECTBEHHBIX
TE3UCHOM (hopMe OCHOBHEIE HETOYHOCTEM.

[OHATHUS,

— JIOMTyCKaeT eJMHUYHbIC
HerpyObie OIIHOKY;

— JIOCTaTOYHO XOPOILIO
OpPHEHTHpYETCS B y4eOHOH U
npodeccoHAILHON JIUTEpaType.

0a30BBIi yJIOBIIETBOPUTEIBHO/ Oo0yuaromuiicst: OOyuatomuiics:
3aA4YTCHO — JEMOHCTpHUpYET OTBET OTPAXKACT 3HAHUA Ha
(YHOBICTBOPUTEILHO)/ TEOPETUUECKUE SHAHUS 0a30BOM ypOBHE
3a4TEHO OCHOBHOTO y4eOHOI0 Marepuana | TEOPETHYECKOTO U
JMCIUILINHBI B 00bEMeE, MIPaKTHYECKOr0 MaTepraja B
HEOOXOMMOM JUISl JajibHeliero | oObeme, HeoOX0IUMOM JIIst
ocoerust OITOLIT; JAbHENTIIEN yaeObl u
—  JIEMOHCTPHUPYET MIPENCTOSIIECH pabOTHI IO
(dbparMeHTapHbIC 3HAHUS npoduIo 00y4eHusL.
OCHOBHOH y4eOHOM JINTEPATYPHI
0 JUCITUTLITHHE.
HU3KHUHA HeyIoBIeTBOpUTENsHO/ | OOydarommiics:
HE 3a4TCHO —  JIMOHCTpUpYET (parMeHTapHbIe 3HAHHS TEOPETHUECKOTO H MPAKTUIECKOT0 MaTepHall,

JIOITyCKaeT rpyOble OMMOKH P ero M3JI0KEHUH Ha 3aHATHSIX U B XOJIE POMEXYTOIHON
aTTecTaIuy;

—  HWCIBITHIBAET CEPhEIHBIE 3aTPYAHEHNS B MPIMEHEHIH TEOPETHUECKUX ITOJIOKEHU IPH pelIeHUN
MPAKTUYECKUX 3a/1a4 MPo(heCCHOHANBHOMN HAMIPAaBIEHHOCTH CTAaHAAPTHOTO YPOBHS CIIOKHOCTH,
He BJIaJieeT HEOOXOAUMBIMH TSl 3TOTO HABBIKAMH U TIPUEMAMH,

—  BBITIONHSET 3aJIaHUS TOJBKO M0 00pas3ily M MO PYKOBOJICTBOM IPEMOIaBaTElNs;

—  OTBET OTpaXkaeT OTCYTCTBHE 3HAHUI Ha 0a30BOM YPOBHE TEOPETUIECKOTO M TIPAKTUIECKOTO
MaTepuaia B 00beMe, He0OXOTMMOM JUIs JallbHEeHIIel y4aeOnl.




5.
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OIIEHOYHBIE CPEJICTBA JJI1 TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U TIPOMEXYTOYHOM
ATTECTAIIUU, BKIIIOYASA CAMOCTOATEJIBHYIO PABOTY OBYUYAIOIIIUXCSA

5.1.  ®opmbI TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH, MIPUMEPHI TUTIOBBIX 3a/IaHUM
Ne i @opMBbI TEKYIIEr0 KOHTPOJIsI IIpuMepbl THOBBIX 3aIAH Ui
1 3amuTa 1a00paTOPHBIX pabOT 1O JlaGopaTopHas pa6ota 1.1
pazneny | HUcnonpzoBanue MudppoBbIX cepTUDUKATOB.

O3HakoMIIEHHE C TIOPSJKOM HCIONB30BaHHsS HUQPPOBBIX cepTrdukaroB X.509 B mpoTOKOIaX 3alUThI
nmaHasix SSL/TLS u S/MIME.
Jlaboparopnast pabora 1.2
Yupaenenue nocrynom B CYBJl SQL Server.
ITpuobpereHne MpaKTUIECKUX HABBIKOB HACTPONKH pa3pelieHnit Ha O0CTyI K 00beKTaM 0a3 JaHHbBIX B Cpejie
CVYBJ] Ms SQL Serve 2008/2021

2 3aiuTa 1abopaTOpHBIX padbOT 10 JlaGopaTtopHas pabora Ne 2.1

pazneny Il

IudpoBanue nanHbIX ¢ MpuMeHeHneM mmppos Lle3apst u Atdamr B mporpamme SMath Solver

IIpuMepsl TUIIOBBIX 3aJaHUI:

3adanue 1.

CocraButs nporpammy Ha si3bike SMath Solver u 3ammgpoBats cBor0 GamMuIHIO, 3aITHCAHHYIO 3aTJIaBHBIMH
JATUHCKAMH OyKBaMH, ¢ TIOMOIIbIO mudpa Atdarm

3adanue 2.

CocTaBuTh MpOrpamMMy M 3an(poBaTh CBOIO (haMIIINIO, 3aITMCAHHYIO 3arJIaBHBIMU JIATHHCKUMH OYKBaMH,
¢ momorplo mudpa Llezaps.

JlabopatopHas padora Ne 2.2
IIudpoBanue nanubix. Peanusamws Tadbuuiel Bikunepa cpencteamu Ms EXCEL
TIpumepbl TUMOBBIX 3aIaHUI:
3adanue 1.
[lycts ncxomHblil andaBUT CONEPIKUT CIIEAYIOIIE CHMBOIIBI:
ABBI'IEEXK3UNKJIMHOIIPCTY O XUILIITBbIEDIOS
3ammdpyiite ¢ momomrsio mudpa Brxuaepa u kimova ABJIOKO coobmenus:
o KPUITOCTOMKOCTH
o '’AMMMPOBAHUE
3adanue 2.
Ilycte wncxonHbI andaBUT COCTOMT W3 CIEAYIONIMX 3HAKOB (CHMBOJ «_» (MOAYEpKHBaHHE) Oyaem
WCIOJIH30BATh IS ITpodera):
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Ne

DopMbl TEKYILIET0 KOHTPOJIsA

IIpuMepsl THIIOBBIX 3a1aAHUIH

ABBIJIEXX3UMKJIMHOIIPCTY ®X YL BbILIIOS

Pacumgpyiite coobuienus, 3amuppoBaHHbIe ¢ TOMOIIBIO muppa Bwkunepa u kitoua OPEX:
o IIBMBYXXHA
o ABXBIIIOMX

JlaboparopHast paborta Ne 2.3
Meroapl nepecTaHOBKU
IIpuMeps! TUIIOBBIX 3aJaHUIL:
3adanue 1.
ZammdppyiTe METOIOM EPECTaHOBKU ¢ (PMKCUPOBAHHBIM meprooM d=6 ¢ kimrouom 436215 coobuieHus:
oXEJIThI_OI'OHb
oMbl HACTVYITAEM
3adanue 2.
Pacumdpyiite coobmieHus, 3ammppoBaHHbIE METOIOM MIEPECTAHOBKU ¢ (PUKCHPOBAHHBIM mepuoaoM 0=8 ¢
KiroyoM 64275813:
o CJITIMbHAE
oPOUAT IBH
3adanue 3.
OmnpenenuTe KIIOYM B cUCTeMe MIM(POBaHUS, WCIONB3YIONMEH TepecTaHOBKY ¢ (QUKCHPOBAHHBIM
neprozoM d=5 mo mapam OTKPBITEIX U 3aIIH(POBAHHBIX COOOIIEHMIA:
o MO TTAPOJIb — VIITM OOBAJIP
o CHUT'HAJ BOS — HUCAT O JISIb
3adanue 4.
3ammpyiiTe cOOOIEHUSI METOIOM TIepecTaHOBKH 1o Tabmuiie 5*5. Kitou yka3piBaeT mopsaoK CUNTHIBAHHS
CTOJIOIOB MpH MHGPOBAHKH.
o IMPOKOIIOJIOCHBIN YCUJIUTEJD (kmou: 41235)
o TEPEJAYA U30BPAXEHUS (kmrou: 24513)

3amuTa 1a60paTOPHBIX padboT 1Mo
paznemny Il

JlabopaTopHas pabora Ne 3.1
Bcerpoennsiii MmexxcereBoit skpan Windows Server 2008
[probpereHne NPaKTUUECKUX HABBIKOB HACTPOMKH MEXCETEBOr0 KpaHa

JlabopaTtopHas pabora Ne 3.2

Coznanue 1ienTpa ceprudukaimu (yaocrosepsromiero mentpa) B Windows Server 2008

IMprobpereHne NpakTHIECKUX HABBIKOB PAa3BEPTHIBAHHUS M HACTPOMKH LIEHTPA CepTUDHKAIIMU BCTPOCHHBIMU
cpencreamu Windows Server 2008

JlabGopaTopHas pabora Ne 3.3
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Ne

DopMbl TEKYILIET0 KOHTPOJIsA

IIpuMepsl THIIOBBIX 3a1aAHUIH

Hcnone3zoanue Microsoft Security Assessment Tool

10

3amuTa 1a00paTOPHBIX pabOT MO
pazgeny 1V

JlaGoparopuas padora Ne 4.1
VYcranoBka Avast Free Antivirus. PasBepTeiBaHMe aHTHBUPYCHOW 3alllUTHI: YCTAaHOBKA arcHTOB
aI[MI/IHI/ICTpI/IpOBaHI/ISI, HpOBepKa COBMECTUMOCTH

JlaGoparopHuas padora Ne 4.2
Pabora ¢ BUPYCHBIMY HHITHICHTAMH

JlabopaTopnas padora Ne 4.3
Hacrpoiika nporokona IPSec B Windows Server

11

KonTponsHoe TecTpoBaHue Mo
pazneny | «TeopeTndeckrne OCHOBEI
WH(POPMAITMOHHON 0€30IaCHOCTHY

IIpuMepsl TECTOBBIX BOIPOCOB:

1. Yro Takoe mmdpoBanue?

A) crioco0 U3MEHEeHHUs JOKYMEHTa WM IPYroro cooOuIeHus, o0eciieurnBaroliee HCKaKeHNe ero
COJIEPIKUMOTO

b) npeoOpa3oBaHue TeKCTa B KO

B) ynopsinoueHHbIi HabOp U3 AIEMEHTOB andaBuTa

2. TlpoctpanctBo Kitoueit K — 3to. ..

A) HaOOp BO3MOXKHBIX 3HAUEHHUH KITI0Ya

b) mmna xrroga

B) Her mpaBuibHOrO OTBETA

12

KonTponsHoe TecTupoBaHUE MO
pazmeny Il «OcHOBBI KpuTITOrpadmm»

[IpuMepsI TECTOBBIX BOIIPOCOB:

1. Yro Takoe kpunTorpadus’?

A) Hayka, U3yJaromas CTpyKTypy, oOIIie CBOMCTBA U METOJIBI Tiepeiayn WH(POpMAIIHH, B TOM YHCIIE
CBSI3aHHOM ¢ MpuMeHeHneM SBM

b) mayka o maremaTideckux MeToqax odecredeHus: KOH(PUACHITNAIFHOCTH 1 ayTEHTHIHOCTH WH(OPMAIIH
B) mpomecch, MeTomel Toncka, cbopa, XpaHEHHs, OOpaOOTKH, IPEIOCTABICHUS, PaCIPOCTPAHCHHS
nH(GOPMAITUY U CITIOCOOBI OCYIIIECTBIICHHUS TAKUX MPOIIECCOB U METOOB

2. CUMBOJIBI HCXOTHOT'O TEKCTA CKIIAIBIBAOTCSI C CAMBOJIAMH HEKOW CITyYaiiHOW MOCIIEIOBATEBHOCTH —
3TO...

A) anropuT™M raMMHPOBAHHUS

B) anropuTt™ nepectaHOBKH

B) anroputm 3amMeHbI

13

KoHTponbHOE TeCTUpOBaHKE 110 Pa3ieny
Il «3amumra nadopmannu B IP-ceTsix»

[Tpumeps! TECTOBBIX BOITPOCOB:

1. Cnam pacrpocTpaHser MoJie/IbHbIe COOOIIEHHs OT UMEHU OaHKOB MJIN (PMHAHCOBBIX KOMITaHUM, LETbI0
KOTOPBIX SIBIISIETCS COOP JIOTMHOB, MApPOJIEH 1 MMH-KOJIOB TTOJIb30BATENCH:

A) Ilyctpie icbMa
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Ne

@opMBI TEKYIIIEr0 KOHTPOJIA

IIpuMepsI THIOBBIX 3a/IaHUH

B) YepHnbriit nuap

C) ®OuuHr

D) Bupyc

2. Koraa npuMeHsIoTCst aaropuT™Mbl IH(GPOBaHUS HHPOPMATUH

A) Korzaa mMbl He TOBepsieM MECTY, Tlie XpaHUM UH(OpMAIIHIO

B) Korna Ham TpeOyercsi MOATBEPKICHUS TTOUTMHHOCTH OTIPaBUTEIISI

C) Korza MbI He 0BepsieM KaHallaM CBSI3H, 10 KOTOPBIM IepeaaeM HH(GOPMAIIHIO
D) Bo Bcex HepedrCIIeHHBIX CTydasix

14

KoHTponbHOE TecTHpOBaHUE 110 pa3aery
Il «Ananu3 u ynpasieHne pucKaMHy B
chepe uHPpOpPMAIIIOHHON
0e30macHOCTH

IIpuMepsl TECTOBBIX BOIPOCOB:

1. Yo He OTHOCHUTCS K CBEIEHUSAM KOH(DUICHIIHATILHOIO XapakTepa?

A) TlepcoHanbHbIC TaHHBIC

B) Csenenust, cocTaBisroNMe TalHy CIIEICTBHUS

C) Csenmenus 0 CYIIIHOCTH M300pETEHHUS

D) Csenenus 0 3a10/DKEHHOCTH pabOTOAATENEH 110 BhITLIATE 3apaO0THOM MIAThl M COMAILHBIM BBITLIATAM
2. Bol 3a0bu1H cBOI naposb ot Twitter u permau ero copocuts. Bekope Bam npuxoaut nucbmo. OHO
Ka)KeTcsl Mo1o3puTenbHbIM. Vi Her?

W3MEHUTb NAPOJ1b

A) Her.
b) Ja.
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5.2.  Kpurepuu, mKajabl OLEHUBAHUS TEKYIIETO KOHTPOJS YCIIEBAEMOCTH:

HaumenoBanue
OIIEHOYHOT 0 IIkaabl oneHnBaHUS
cperctna Kputepuu oneHnBanust
SOOI 100-6anabHas I[aTudannbHast
OLIEHOYHOT 0
) cucremMa cucremMa
JlaGopatopHas paGora | PaboTa BbimonHeHa moaHocTho. Her ommbok B ornyecknx paccyxaeHusx. BosMoxkHo 5
HaJIM4YHUC OJHOHU HECTOYHOCTH HJIU OIIMCKH, HC ABJIAIOIIUCCA CICACTBUEM HE3HAHUA NIIH
HEMOHUMAaHUs yueOHoro Matepuana. OOyJaronMics MmoKasaj MOJIHbIN 00beM 3HAHMIA,
YMEHHUI B OCBOEHUU ITPOMJICHHBIX TEM U IPUMEHEHUE UX HA IIPAKTUKE.
PaGota BhIMoHEHA TOIHOCTHIO, HO 0OOCHOBAHHH IIATOB PENIEHUs] HEZIOCTATOYHO. 4
JonyiieHa oHa ommOKa WM JBa-TPU HEJlOYeTa.
JomyrieHsl 6oree oiHON OMMOKY WITH OoJiee IByX-TpeX HeJOYETOB. 3
Pabora BeImonHEHa HE TOTHOCTHIO. J{OMyIIeHbI TPYyObIe OmMOKH. 2
Pabota He BBITIONHEHA.
Tect 3a BBITIOTHEHHE KaKI0TO TECTOBOT'O 33/IaHUSI HCITBITYEMOMY BBICTABIISIOTCS OaJIThI. 5 85% -
HomwunanpHas mkana nmpeanoiaraeT, 4To 3a IPaBUIBHBIN OTBET K KaXK/IOMY 3a/IaHUIO 100%
BBICTABJISICTCS OMH 0aJljl, 32 HE MPaBUJIBHBIA — HOJIb. B 3a7aHUsX ¢ BHIOOpOM 4 65% -
HECKOJIbKHX BEPHBIX OTBETOB, 3a/IaHMSX HA YCTAHOBJICHHE TPAaBUIILHON 84%
MTOCTIEIOBATENFHOCTH, 3aJJaHUAX Ha yCTAHOBIICHHE COOTBETCTBHUSA, 3aITaHMUSIX OTKPBHITON 3 41% -
(hopMBI HCTTONB3YIOT MOPSAIKOBYIO MIKATy. B 3TOM cirydae Gamtel BEICTaBISIOTCS HE 3a 64%
Bc€ 3a7jaHme, a 32 TOT WIIM WHOM BBIOOP B KaXKIOM 33aHUH, HAIIPAMEp, BBIOOP BapHaHTa, 2 40% u
BBIOOP COOTBETCTBHS, BEIOOP paHTa, BEIOOP JAOIOITHEHHS. MeHee
40%
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5.3. Cucrema onleHUBaHHs PE3yIHTATOB TEKYIETO KOHTPOJIS U IPOMEKYTOUHON
aTTeCTaluu.

OreHka 1Mo JUCHUIUIMHE BBICTABIIACTCS 00ydJalomeMycs ¢ y4ETOM pe3yIbTaToOB TEKyILEH 1
IIPOMEKYTOYHOU aTTECTaLUN.

Dopma KOHTPOJIA 100-6anabHast cucTremMa MsarnéanapHas cucrema
Tekyluii KOHTPOJIb:

- 1abopaTOpHBIC PAOOTHI 2 — 5 WM 3a4TEHO/HE 3aYTCHO
- IPOBEPOYHBIE TECTHI 2 — 5 1M 3a4TEHO/HE 3a4TEHO
ITpomexyTouHas aTTecTalus: OTJIMYHO
3a4eT M0 COBOKYITHOCTH PE3yJIbTaTOB XOpOIIIO
TEKYIIIEro KOHTPOJIsI yCIIeBaeMOCTH YJIOBJIETBOPUTEIBHO
HToro 3a cemecTp (IUCIUIUINHY) HEYJIOBJIETBOPUTENBHO
3a4€r/3a4€T C OIIEHKOW/PK3aMeH 3a4TE€HO

HE 324TCHO

6. OBPA3OBATEJIBHBIE TEXHOJIOT'MHA

Peanm3zamust mporpamMmbl TIpeaycMaTpUBaeT HCIOJIL30BAaHUE B Ipoliecce OOydeHUs
CIIETYIOIINUX 00pa30BaTEeIbHBIX TEXHOJIOTHI:

— TPYIIOBBIX IUCKYCCHH;

— mpoOnemMHast JeKIUs,

— aHaJu3 CUTYyalluid U IMUTAIMOHHBIX MOJIENIEH;

— TMOWCK ¥ 00paboTka MH(POPMAIIMH C UCTIOIH30BaHUEM ceTh HTepHET;

- JMCTaHIIMOHHBIE OOpa3oBaTenbHble TexHoJoruu: Miargopma Moodle, cepBuch
Goggle-meet, Zoom;

— TpHUMEHCHHE 3JIEKTPOHHOro o0ydeHus: npumeHenue uHctpymentoB MS Office (Word,
Excel, Power Point);

— HCIIOJIb30BaHKE HA JICKIIMOHHBIX 3aHATUSIX BUJIEOMATEPHAIIOB U HATJISAHBIX TOCOOUIA;

— caMocTosTeNbHas paboTa B cucTeMe KOMIIBIOTEPHOTO TECTUPOBAHHS.

7. INPAKTHYECKASA IOAT'OTOBKA
[IpakTHyeckas NOAroTOBKa B paMKax y4eOHOM AUCLUIUIMHBI HE PEaTn3yeTcsl.

8. OPITAHM3AIIUA OBPA3OBATEJIBHOT'O ITPOLECCA IS JINL C
OI'PAHUYEHHBIMHA BO3MOKHOCTAMMU 310POBbAA

HpI/I O6y‘IeHI/II/I Junag € OrpaHUYCHHBIMHM  BO3MOJKHOCTAMH 30pOBbA W HWHBAJIMIOB
HCIIOJIB3YIOTCS TOAXOIbI, CHOCO6CTBYIOH_[I/I€ CO31aHHUIO 6636apbepH0171 06pa30BaTeJ'IBHOI71 CpCabl:
TCXHOJIOTHH I[I/I(i)(bepeHL[I/IaHI/II/I U UHAUBUAYAJIBHOTO O6y‘IeHI/IH, MNPUMCECHCHUC COOTBCTCTBYIOIIUX
MCTOAUK IIO pa60Te C HUHBAJIMAaMH, MUCIIOJIB30BAHUC CPEACTB MOUCTAHIOHUOHHOI'O 06IJ_ICHI/I}I,
MPOBCACHUC OONOJHUTCIBbHBIX HHIAWBUAYAJIIBbHBIX KOHch'ILTaI_[I/Iﬁ N0 HU3y4a€MbIM TCOPECTHYCCKUM
BOIIpOCaM U IMPAKTHYCCKUM 3aHATHUAM, OKa3daHUC IMOMOLIN IIPU IHOATOTOBKE K HpOMe)I(YTOqHOﬁ
aTTCCTalluu.

HpI/I H606XOI[I/IMOCTI/I pa60qa;1 nporpamMma AJUCHUIIIIMHBI MOXKCT OBITE aaalTupoBaHa JIA
oOecreueHust O6p3.30B8.TCJ'IBHOFO nponecca Jmmnuam € OrpaHUYCHHBIMU BO3MOXKHOCTAMU 300POBbBS, B
TOM YHUCJIC OJIA JUCTAHIIMOHHOI'O 06y‘lCHI/ISI.

YueOHble u KOHTPOJIbHO-USMCPUTCIIBHBIC MAaTCpruajibl MNPCACTABIAIOTCA B (I)OpMaX,
AOCTYIIHBIX IJId U3YUCHUA CTYACHTAMH C 0COOBIMH O6paBOBaTCJ'IBHBIMI/I HOTpC6HOCT$IMI/I C YYCTOM
HO30JIOTUYCCKUX I'PYII HHBAJIIUJIOB.
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JIisi MOArOTOBKM K OTBETY Ha IMPAKTHUYECKOM 3aHSTUHU, CTYACHTaM C OrpPaHUYCHHBIMU
BO3MOYHOCTSIMU 3JI0pPOBBSl CPEIHEE BPEMS YBEIMUYMBAETCS 110 CPABHEHHUIO CO CPEAHHUM BPEMEHEM
MOJATOTOBKH OOBIYHOTO CTY/ICHTA.

Jist CTYIEHTOB C MHBAJIMIHOCTHIO MITH C OTPaHHYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbsI (hopma
IIPOBEJICHUS TEKYLIEH U IPOMEKYTOUHOM aTTECTAlMN YCTAaHABJIUBAETCA C YIE€TOM MHANBUIyaIbHBIX
ncuxo(u3nueckux ocoOeHHocTel (YCTHO, MUChbMEHHO Ha Oymare, MUCbMEHHO Ha KOMIIBIOTEpE, B
¢dbopme TecTHPOBAHUS | T.I1.).

[IpomexyTrouHas arrecTalys MO AUCLMIIIMHE MOXET MPOBOJUTHCS B HECKOJIBKO 3TalloB B
¢dopme pyOeKHOTO KOHTPOJIA IO 3aBEPIICHUIO WM3YYEHHs] OTHENBHBIX TEeM TUCHUIUIMHBL [Ipu
HEOOXOMMOCTH CTYJCHTY NPEIOCTABIISACTCS TOTOJHUTEIHLHOE BpEMs Ui MOATOTOBKH OTBETA Ha
3ayeTe WM HK3aMEeHE.

Jlisg ocyliecTBiICHUST MPOLEAYp TEKYLIEro KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHOMN
aTTectaluu OOy4aromMXCs CO3JAl0TCSI, MPU HEOOXOIUMOCTH, (DOHABI OLEHOYHBIX CPEJCTB,
a/IarTUPOBAHHbIE IS JIUL] C OTPAaHUUYEHHBIMU BO3MOXHOCTSIMU 3/10POBbsSI M TIO3BOJISIOLINE OLIEHUTh
JNOCTHKEHHE HMMH 3allJIJaHUPOBAaHHBIX B OCHOBHOI 0O0pa30BaTeNbHOW MporpaMMe pe3ylibTaToOB
o0yueHusi U ypoBeHb CPOPMHUPOBAHHOCTH BCEX KOMIIETEHIIU, 3asBJICHHBIX B 00pa30BaTEIbHOMN
porpaMme.

9. MATEPUAJNBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI

XapakTepucTuka MaTepHabHO-TEXHUYECKOT0 00ecreueHus: MUCIUIUIMHBI COCTABIISETCS B
cooTBeTcTBUU ¢ TpeboBanusmu OI'OC BO.

MarepuanbHO-TEXHUYECKOE 00ECTICUeHHE AUCITUIUIMHBI MPU 00yYEeHUH C MCIOJIb30BAaHUEM
TPAIUITMOHHBIX TEXHOJOTUH OOYICHHUS.

HaumMeHoBaHMe y4eOHBIX ayIUTOPHIA,
J1a00paTopuii, MaACTEPCKUX, OMOJINOTEK,
CIOPT32J10B, MIOMEIIEHMIT I XpaHEHUsT H
NPOo(UIAKTHYECKOr0 00CIy;KUBAHUST Y1e0HOTO
000py/I0OBaHUS U T.II.

OcHAalIeHHOCTH Y4eOHbIX ay/IUTOPHIi, 1a00paTopuii,
MAacCTePCKHX, OUOJINOTEK, CIIOPTUBHBIX 32J10B,
TOMeIIEeHHUI ISl XpaHeHUs U NPO(MIaAKTHIECKOr 0
00cTy:KMBaHMS Y4e0OHOr0 000pYy/A0BaHHUS U T.H.

119071, o. Mockea, Manwtii Kanysycckuii nepeynok, oom 1

ayTUTOPHUH JUTS IPOBEACHUS 3aHATHI
JIEKIIHOHHOI'O THUIIA

KOMILIEKT y4eOHOM Mebenu;

TEXHUYECKHE CPEICTBA OOYUCHUSI, CITyKAIIUe JUIs
TIpecTaBlIeHus yaeOHOH NH(OPMAIH ayAUTOPHH:
— HOYTOYK;

— TPOEKTOp

ayIUTOPHUH ISl IPOBEACHUS JIA00OPATOPHBIX
3aHATHH, TPYNIIOBBIX U MHIAUBUIYAJIBHBIX
KOHCYJIbTall{, TEKYIIEro KOHTPOJIS U
MPOMEXYTOYHOH aTTecTaluu

KOMILIEKT y4eOHOM Mebenu;

TEXHUYECKHE CPEACTBA O0YyUEHHSI, CITy>KaIluue is
TIpeIcTaBIeHUs yaeOHOH NH(OpMAIH ayAUTOPHH:
— HOYTOYK,

— IPOEKTOp;

12 nepcoHaIbHBIX KOMIIBIOTEPOB.

IMoMeneHus 1J1sl CAMOCTOSITEJILHON PadoTHI
ol0y4yammxcs

OCHAIEHHOCTh MOMEIEHHUH /IS CAMOCTOATEILHON
PadoThI 00yYaKOIIMXCS

YUTAJIBHBINA 3aJ1 OMOJIIMOTEKH:

KOMITBIOTEpHAs TEXHUKA; TIOAKIIIOUYEHHE K CETH
«IHTepHET»

ayIUTOPHUA
3aHATHI

Ul TpoBeleHus  J1abopaTOPHBIX

KOMILIEKT y4eOHOM MeOenu;
12 nepcoHanbHBIX KOMIIBIOTEPOB.

MaTepI/IaHLHO-TCXHI/I‘{CCKOC obecrneucHue y‘-IC6HOI>i JUCHUIIIINHBI

npu  oOydeHHUH

HCIIOJIb30BAHHUEM 3JICKTPOHHOT'O O6y‘-ICHI/I$I N JUCTAaHIITMOHHBIX O6pa30BaTCJIBHBIX TEXHOJIOTHH.

Heo0xoanmoe odopynoBaHue IMapameTpsl

Texnuyeckue TpeGOBaAHUS
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[lepconanbHbIii koMmbloTep/ | Bed-Opaysep Bepcus nporpaMMHOro odecrieueHus He
HOYTOYK/TIJIAHIIIET, umwke: Chrome 72, Opera 59, Firefox 66, Edge
Kamepa, 79, Anpexc.bpaysep 19.3
MUKPOQOH, OmnepaunonHas cucteMa | Bepcust mporpaMMHOro odbecreueHus He
IAHAMUKH, amke: Windows 7, macOS 10.12 «Sierra»,
JIOCTYII B ceTh VIHTEpHET Linux

Beb6-kamepa 640x480, 15 xampos/c

Muxkpodon nroboi

JuHaMuKy (KOJTOHKH WK | JIOOBIC

HAYUTHUKH)

Cetb (MHTEpHET) IlocrosiHHast ckopocTh He MeHee 192 kbut/c

TexHomornveckoe  oOecredeHne  peaqM3alMi  OPOrPaMMbl  OCYLICCTBISIETCS  C
UCIIOJIB30BAHUEM  JJIEMEHTOB  OJJIEKTPOHHOH  MH(MOPMAIOHHO-00pa30BaTebHON  Cpejibl
yauBepcutera Moodle.
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10.  YYEBHO-METOJWYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE YUYESHOM JUCIHUATLIMHBI/YYEBHOI'O

MOAYJA
. KoaunuyectBo
Anpec caiita 9bC
Bujx uznanus IK3EMILISIPOB
Ne T'on HMJIM JJIEKTPOHHOT0 pecypca
ABTOpP(BI) HaumenoBanue u3gaHus (yueonuk, YII, HN3natenbcTBO - B OMOIHOTEKE
n/n U3TaHus (3Ganonnsaemcs 012 u30auuil 6
MII u ap.) YHuBepcurer
INEeKMPOHHOM 8Ude) a
10.1 OcHoBHas IUTEpaTypa, B TOM YUCIIC SJICKTPOHHBIC U3aHUS
1 Hectepos C. A. OcHoBbI HHPOPMATTHOHHOM Y4eOHuK UznarensctBo JJAHb | 2021 )
0e301macHOCTH
2 | I'pummna H.B. OcHOBBI HH(DOPMAITHOHHON VYuebHoe M.: HUI] UTHOPA-M | 2021 https://znanium.com/catalog/docu 44
0e30MmacHOCTH nocobue ment?id=379717
10.2 JIonomHUTENBHAS INTEPATYPA, B TOM YHCIIE DJIEKTPOHHBIC U3TaHUS
3 Hosukos B.K. OpraHu3aiuOHHO-TIPABOBbIE VuebHoe W3 naTenseTBo: 2015 https://znanium.com/catalog/docu 5
OCHOBBI WH()OPMAITMOHHON mocooue Topstiuast muHUS- ment?id=67242
0e30macHOCTH (3aITUTHI Tenexom
napopmarun). FOpumnaeckas
OTBETCTBEHHOCTbH 32
MIpaBOHAPYIIEHUS B 00JIACTH
HHOOPMAITHOHHON
0e30macHOCTH (3aITUTHI
HHOPMAITHH)
10.3 Meromu4ieckue MaTepralbl (YKa3aHUs, PEKOMEHIAIUH IO OCBOCHUIO TUCIHIUIAHBI (Momyiisi) aBTopoB PI'Y um. A. H. Kocbkirnna)
4 | boiire O.M. 3anmTH CBOI KOMITBIOTEp Ha IMpaktuyeckoe | M3matenscrBo: [Tutep | 2008 https://znanium.com/catalog/docu 5
100 % oT BHPYCOB U XaKepoB | mocodue ment?id=379882



https://znanium.com/catalog/publishers/books?ref=7a68c8c2-34c6-11e4-b05e-00237dd2fde2
https://znanium.com/catalog/publishers/books?ref=7a68c8c2-34c6-11e4-b05e-00237dd2fde2
https://znanium.com/catalog/publishers/books?ref=be48c4f6-3408-11e4-b05e-00237dd2fde2
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11. HWHPOPMALHMOHHOE OBECIIEYEHUE YYEBHOI'O TIPOLECCA

11.1. Pecypcsl aneKTpOHHON OMOINOTEKH, HHPOPMAITMOHHO-CIIPABOYHBIE CHCTEMBI U
npodeccruoHaIbHbIC 0a3bl JaHHBIX:

Nemm | DsekTpoHHBIE yueOHbIE H3aHNS, 3JIEKTPOHHbIE 00pa30BaTeJbHbIE PeCypChl

1. 9BC «Jlanby http://www.e.lanbook.com/

2. «Znanium.com» Hay4HO-U3JaTeNIbCKOro 1eHTpa «Mudpa-M»
http://znanium.com/

3. Onekrponnsie unanus «PI'Y um. A.H. Koceiruna» Ha miatpopme IbC «Znanium.com»
http://znanium.com/

4. DnexTpoHHbIe pecypchl komnanuu [UTM Dkcnonenta https://exponenta.ru/
ITpodeccuonanbHbie 6a3bl JaHHBIX, HH()OPMANHOHHBIE CIIPABOYHbIE CHCTEMBI

1. Ounuknoneaus ACY TII. https://www.bookasutp.ru/

2. Bceepoccuiickass maTeHTHO-TeXHHYecKas Oubmuoreka https://wwwl.fips.ru/about/vptb-otdelenie-

vserossiyskaya-patentno-tekhnicheskaya-biblioteka/index.php

Hayxomerpuyeckas 6a3a manasix Scopus https://www.scopus.com/home.uri

Hayxomerpuueckast 6a3a nanubix Web of Science https://access.clarivate.com/

Poccuiickas rocyaapcTBeHHast oubnmmoreka https://www.rsl.ru/

ITouckoBas cucrema PatSearch

NogAw

HarmonanpHas siekrpornas 6ubimoreka (HOB)

11.2. TlepeueHb MPOrpPaMMHOTO OOECTICYCHUS

PexBU3UTHI MOATBEPIKIAIOIIET0

Nen/m | IIporpamMHoOe o0ecriedeHne
nokymenta/ CBOOOIHO pacnpocTpaHsieMoe

1. Windows 10 Pro, MS Office 2019 koHTpakT Ne 18-DA-44-19 ot 20.05.2019

2. PrototypingSketchUp: 3D modeling for koHTpakT Ne 18-DA-44-19 ot 20.05.2019
everyone

3. ITporpammuoe obecneuerre Matlab R2019a | konrpakt Ne 18-9A-44-19 ot 20.05.2019

4. ITporpammuoe obecnicuerre Mathcad Prime | kortpakt Ne 18-2A-44-19 ot 20.05.2019
6.0



http://www.e.lanbook.com/
http://znanium.com/
http://znanium.com/
http://webofknowledge.com/
https://www.rsl.ru/
https://www.fips.ru/about/vptb-otdelenie-vserossiyskaya-patentno-tekhnicheskaya-biblioteka/poiskovye-sistemy-i-bazy-dannykh.php#PatSearch
https://www.fips.ru/about/vptb-otdelenie-vserossiyskaya-patentno-tekhnicheskaya-biblioteka/poiskovye-sistemy-i-bazy-dannykh.php#NEB
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JIUCT YUETA OBHOBJIEHUI PABOYEM [TIPOI'PAMMBI YYEBHOU
JTUCHUILIMHBI/MOJY JIS

B paGouyro nporpamMmy y4eOHOM AUCIUTIITUHBI/MOAYJISI BHECCHBI H3MEHEHMS/OOHOBIICHUS
YTBEPXKICHBI Ha 3aceiaHuu Kadeaph:

Ne nnn roja XapakKTep U3MeHeHNi/00HOBIeHU HOMeEp
00OHOBJICHHS ¢ YKa3aHHMeM pasjena MPOTOKOJIA U
PIL Jara 3acelaHus

kadenpbl
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