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1. OBIIUE CBEAEHUSA

VYuebHast qucuuruimaa «OCHOBBI HH(OPMAIIMOHHON 0€301aCHOCTH» U3Y4aeTCsl B IEPBOM CEMECTpeE.
Kypcogas paborta/KypcoBoii mpoekT — He IpeycMOTpeH(a)

1.1. ®opma npoMexyTOUYHOM aTTeCTalUu:
DK3aMeH.
1.2.  Mecro y4eOHO# nucturuimHbl B cTpykType OITOIT

VYyebnas mucnurmimHa «OCHOBBI MH(OPMAIIMOHHOW O€30MacHOCTH» OTHOCHUTCS K 00s3aTeIbHOM
YacTH MPOrPaMMBbl.
Pesynbrarel 0OydeHHs 1O Yy4eOHOH AMCIMIUIMHE, MCIOJIB3YIOTCS TPH HM3YYCHHH CIICIYIOMNX
JUCUHUILIIMH U TIPOXOXK/ICHUS MPAKTHK:

— HuadopManmoHHblE HW KOMMYHHKAIIMOHHBIE TEXHOJOTMH B TPOPECCHOHATHHON
JIeATCIIBHOCTH,

— bazel ja"nHbIX;

— udposbie TeXHOTOTHUN B yIIPaBICHUH,

— HudpoBoe mpouszBoaACTBO.
PesynbpTarel OCBOGHMsS Yy4eOHOW JWCUUIUIMHBI B JaibHEdIIeM OyIyT HCHOJIb30BaHbl MpU
MIPOXOXKICHUH YICOHOU MPAKTUKHU M BBITIOJHEHUHN BBIITYCKHON KBAIU(PUKALIMOHHON paOOTHI.

2. IEJM U ILIAHUPYEMBIE PE3YJIbTATHI OBYUYEHMUS [1O
JTUCHUIJIMHE

CoBpeMeHHBIH crienuanucT B 0071acTd MHPOPMALMOHHBIX TEXHOJOIMH JOJKEH 00Ja1aTh
3HAHUSIMH U HaBBIKaMH oOecTiedyeHHns HHPOPMALMOHHOM Oe30macHoCTH. CBsA3aHO ATO C TEM, UTO B
MHPOPMALIMOHHBIX CHUCTEMax MpeInpUaATHdl W oOpraHu3alMid XpaHuTcss U oOpabaTbiBaeTcs
KPUTHYECKH BaxkHas MHHQOpManus, HapylIeHHe KOH(PUAECHUUATbHOCTH, LEJIOCTHOCTH WU
JIOCTYITHOCTU KOTOPOW MOKET NPHUBECTH K HEXKENATeNIbHBIM mociencTBusaM. [loatomy Bompocam
obecrieueHuss MHOOPMAITMOHHONW O€30MacHOCTU JOJDKHO YICISITHCS BHUMAHUWE Ha BCEX 3Tamax
pa3pabOTKU U SKCIUTyaTallui UH()OPMAIIMOHHBIX CUCTEM.

HensiMu n3yuenus quciuriinHbl « OCHOBBI HH()OPMAITMOHHOM 0€3011aCHOCTHY SIBISIOTCS:

— u3yuyeHHe 0a30BbIX TOHSATUH, CBS3aHHBIX C oOecredyeHrueM HH(POPMaIMOHHOM
0€30I1aCHOCTH: BU/Ibl OCHOBHBIX YI'PO3 U MEPbI IPOTUBOJICHCTBUS UM,

— U3yYeHUE OCHOBHBIX TOHATHM KpUOTOrpaduu: anropuTMbl CHUMMETPUYHOTO U
ACCUMETPUYHOIO IMH(POBaHUS, MPOLECC CO3JaHUS MHPPACTPYKTYpbl OTKPBITHIX KIHOYEH; Xerl-
dyHKIHHR;

— HU3yYeHHUE TPOTOKOJOB KpUNTOrpaUuecKoil 3aluThl JaHHBIX, IepelaBaeMbIX I10
TEICKOMMYHUKAIIMOHHBIM CETSIM, HCIOJIB3YIOIIMM CcTeK mpoTokoioB TCP/IP, wucnonb3oBanue
MEXKCETEBBIX IKPAHOB JUIsl 3aILIUTHI CETEH;

— paccMOTPEHHME COBPEMEHHBIX METOJMK aHAJIN3a U YIIPAaBJICHUS PUCKAMH, CBSI3aHHBIMH C
UH(POPMALIMOHHOM 6€30MaCHOCTBIO.



2.1. ®opmupyeMble KOMIETEHINH, UHIAUKATOPBI JOCTUKEHHUS KOMIIETEHIIHH,
COOTHECEHHBIE C TUNIAHUPYEMbIMH pPe3yJIbTaTaMi 00y4eHUS 10 AUCIUILTHHE:

Kox 1 HamMeHOBaHHE

Kox m HanMeHOBaHHE

IInanupyemble pe3yJbTaThbI 00y4eHUsI

HWH/HKATOpa
KOMIIeTEeHIINH 10 INCHHILIHHE
JAOCTHKEHHs] KOMIIeTeHIIHH
OIIK-3 N-OITIKK-3.1 — TlpumensieT TOTHKO-METOIOIOTHUECK I

CrocobeH penrath
CTaH/apTHBIE 3a/1a4H
npodeccuoHaIbHON
NesITENIbHOCTH Ha OCHOBE
nH(POPMAITHOHHON 1
oubnuorpaduieckoi
KYJBTYPBI C
MIPUMEHEHUEM
nH(pOPMAITHOHHO-
KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH U C YUETOM

Hcnonp3oBaHne METO0B
IIOMCKA 1 aHaJIn3a HHPOPMaLUH
JUTSL IOATOTOBKHM JOKYMEHTOB Ha
OCHOBE WH(POPMAITHOHHOHN U
o6ubmmorpaduyecKor KyIbTyphI
C IpUMEHEHHEM
MHPOPMAaIIMOHHO-
KOMMYHHKaIIHOHHBIX
TEXHOJIOTHM, C y4ETOM
COOJTIOJICHHST aBTOPCKOTO MpaBa
1 TpeOOBaHUit

WHCTPYMEHTAapUl i1 KPUTHYECKOH
OIIEHKW TOJy4aeMod uHPOpMAIun |
BBIOHWpaET ONITHMAJTBHOE pernieHne
IIOCTaBIEHHOW  3aJaud  HAa  OCHOBE
CHUCTEMHOTO MOAX0/1a.

OCHOBHBIX TpeOOBaHUI WH(POPMAITIOHHOM
WHPOPMALTUOHHON 0e30macHOCTH
N-OIIK-3.3 — Brmanmeer cyTpl0  OONICHAY4YHBIX U
Cobmoienne TpeboBaHuUM 110 KOHKPETHO-HAYYHbIX METO/I0B 1/1
WH(POPMAITMOHHOM MIPUHIIATIOB HCCIIEIOBAHIISL.
0e30MmacHOCTH — Brnaneer 0a30BBIMH HOHATHUSAMH,
CBSI3aHHBIMH c obecnieyeHnEM
UHQOPMAITMOHHON 0e30MaCHOCTH, BUIAMHU
OCHOBHBIX yIpo3 u MepaMu
NPOTUBOJICUCTBHUSI M.
— IlpuMeHseT MeETOABl W  AJITOPUTMEI
CUMMETPUYHOTO M ACCHUMETPHUYHOIO
mdpoBaHus JaHHbIX.
NJ-OIIK-3.4 — MHcmonb3yer mMareMaTH4eckuil ammapar
Hcronp30BaHne COBPEMEHHBIX u rdpoBsIe UH()OpMaLMOHHBIE
uH(pOpMALIHOHHO- texHosorun (mporpammel SMath  Solver,
KOMMYHHKAIIMOHHBIX Excel) anst coopa u 00OpabOTKM JaHHBIX
TEXHOJIOTHH JUTS PEIICHHS HEOOXOIUMBIX JIJISl aHAJIM3a ¥ MMOCTAaHOBKU
CTaHJApPTHBIX 337144 3a1a4d OU(POBU3AINKN TEXHOIOTUUECKHX
poheCCHOHAIBHOMN MIPOIIECCOB; HCIIOJIb3YeT UG pOBkIC
JeSATeIILHOCTH. cepTu(UKATHI.
— Hcnonp3yer  TpOTOKOJBI  KPHUMTO-
rpadudeckoi 3aIIUTHI JaHHBIX,
neperaBaeMbIX 10 TEeJIeKOMMYHHUKAIMOH-
HBIM  CEeTSIM,  HCIOJB3YIOUIMM  CTEK
npotokosioB TCP/IP, mexcereBble 3KpaHbI
JUISL 3aIIUTHI ceTeil.
OIIK-4 NJI-OI1K-4.2 — Ilpumenser  HaBblkW  pabOTBl  C

CrocobeH y4acTBOBaTh B
pa3paboTKe CTaHAapTOB,
HOPM U TIPaBUII, a TAKIKE
TEXHHUYISCKOM
JIOKYMEHTAIIHH,
CBSI3aHHOM C
npodeccuoHaIbHON
JIESITEIILHOCTRIO

Pa3zpaboTka crienuanpHOMu
(TEeXHUYECKOH ) JOKYMEHTAIIUN
0 MPOEKTUPYEMBIM
MHGOPMAIMOHHBIM CUCTEMAaM B
COOTBETCTBHH CO CTaHIAPTAMH,
HOpMaMH | MTPaBHIIAMHU

HOPMAaTUBHOU JIOKyMEHTaLEN Ha
AJNIEKTPOHHBIX ~ pecypcax KoHCynbTaHT,
I'apant, Karamor FOCT www.internet-law,
B MOMCKOBBIX cuctemax Web of Science,
PatSearch u 6azax mannbix Global Patent
Index JUISE odopmiteHus 1paB
WHTEJUIEKTYalbHOH COOCTBEHHOCTH Ha
Hay4HbIe pa3paboTku B cdepe MUPpOBBIX
TEXHOJIOTHH.



http://www.internet-law/

Kox 1 HamMeHOBaHHE

Kox m HanMeHOBaHHE

IInanupyemble pe3yJbTaThbI 00y4eHUs!

ABTOMATU3UPOBAHHBIX CUCTEM

HHAUKATOpA
KOMIIeTeHIIM U 10 JMCHHUILINHE
HOCTHKEHHMSA KOMIETCHIIUH
NJ-OI1K-4.3 — Bianeer coBpeMeHHBIMH METOIUKAMU
PaspaboTka MHCTPYKLMH JUlst aHamh3a W YOpaBJICHHSA  pPHUCKaMH,
MoJIb30BaTeNeH CBSI3aHHBIMU c MH(POPMAITMOHHOM
WH(POPMAITUOHHBIX U 0e3011acHOCTEIO;

— Bnageer coBpeMEHHBIMH METOJHKAMH
mo  pa3paboTKe  WHCTPYKUUH st
CIICIIMAUCTOB B O0JACTH TNPHUMEHEHHS
COBPEMEHHBIX MH()OPMAIIMOHHBIX CHCTEM:
PYKOBOJICTBA CHCTEMHOI'O MPOTPAaMMUCTA,
POrpaMMHUCTA, MOIH30BATEIIS.

3. CTPYKTYPA U COJEPKAHUE YUYEFHOM JUCIUILINHBI

O61mas TpyA0EMKOCTh YUEOHON AUCHUILIMHBI 10 y4€OHOMY IUIaHY COCTaBIISIET:

1o OYHOM (hopme 0OydeHUs — )

3.e. 160 qac.

3.1.  Crpykrypa y4eOHOW TUCIUIUIMHBI TSI OOYYArOIIMXCS 110 BUJIAM 3aHSATUH

CTpyKTypa U 00beM THCHHUIIHHBI
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3.2.  Crpykrypa yueOHOM JUCUUIUIMHEI JUIs 00yYaroIuXcs MO pa3/ieiaM U TeMaM JTUCIHILIHHEL: (ouHas popma oOydeHus)
Ilnanupyemble Buabl yueOHo# padoThl
(KOHTpOJHpPYyeM KonTakTHasi padoTa
bi€) pe3yJbTaThl - Buasl u popMbI KOHTPOJIBHBIX
OCBOEHHS: o o = 9 % MepoNpHUsTHH, 00ecnieYnBaOLIHeE 10
KO/IbI HaunmeHoBaHue pa3esoB, TeM; o Z o E 3 N 5 COBOKYITHOCTH TeKYIIHii KOHTPOJIb
¢popmMupyembIxX (hopMBI TPOMEKYTOUHOI aTTeCTANUN g 35 = 3 g =& yCIeBaeMoOCTH;
KOMIIeTeHIIUH 1 = 2 == g3 s = (hopMBI MPOMEKYTOYHOI0 KOHTPOJISA
HHIHKATOPOB =1 g = e g g E = g ycIeBaeMocTH
JOCTHKEHHST 5 g E Se ] E5| 2
KOMITeTeH il = E S | BRaf EE | O
OIIK-3: Pa3nen |. TeopeTuueckue 0CHOBHI HH()OPMALIMOHHOM 4 6 X X 10
HJI-OIIK-3.1 0€301aCHOCTH
Na-OITK-3.3 Tema 1.1 2 4 DOopMBI TEKYIIIETO KOHTPOJIS
NA-OI1K-3.4 HNudopmarus u ee cBorictea. O0I1as cxema npoiiecca o pazzaeny |:
OIIK-4: obecrnieveHust THPOpMaIMOHHOH Oe3omacHocTH. CpeacTaa 1. BxonHO# KOHTPOJb 3HaHUH (YCTHBIHI
Na-OIIK-4.2 obecrieyeHust 3aIUThl: HICHTUDHUKAINS, ayTeHTH()HUKAITHS, OTIpoc).
Na-OI1K-4.3 yIpaBJIeHHE JOCTYIIOM. 2. Pa30op TeopeTHYECKOTO MaTeprana
Tema 1.2 2 2 B popMare yCTHOM AMCKYCCHUH.
Cnoco0bI nepeiaun KoH(UASHINATBFHON HH)OpMALK Ha 3. BrimonHeHne NpaKTHYECKUX padoT.
paccrosiuum. Kpunrorpadus u ee OCHOBHbBIE TOHSITHSL. 4. KoHTposbHOE TECTUPOBAHHUE.
Kpunroananus.
IIpaktuueckoe 3ansTue Ne 1.1 2 2
Hcnonp30BaHne IUQPPOBBIX CEPTUPHKATOB.
[TpakTrueckoe 3anstue Ne 1.2 4 2
3aja4yn Ha TEMY: TEOPETUKO-YHCIIOBBIC METO/IbI B
Kpunrorpaduu.
OIIK-3: Paznen I1. Kpunrorpaguyeckue MeToabI 3aLIUTHI 14 14 X X 10
NJ-OI1K-3.1 HH(popManMu
NA-OI1K-3.3 Tema 2.1 2 1 ®DOpMBI TEKYIIETO KOHTPOJIS
NA-OIIK-3.4 HUctopus kpunrorpaduu B Poccun. no pazgeny |l
OIIK-4: Tema 2.2 4 1 1. BxomHO#W KOHTPOJIbL 3HAHUN
NA-OIIK-4.2 Knaccudukanust mudpos. [lndposanue ¢ 3aKpHITHIM KIFOUOM. (yCTHBIH ompoc).
NJ1-OIIK-4.3 IMotounble 1 6;104HBIE APl HA OCHOBE cXxeMbl DelicTens U 2. Pa3bop TeopeTHUECKOro MaTepHaa
SP-cetn. B popMare yCTHOM AMCKYCCHUHU.
Tema 2.3 4 1 3. DBbInonHeHne NPaKTUYECKUX PadoT.




ILiianupyemsie Buasbl yueOHoM paGoThI
(KOHTpOJIUpPYeM KonrakTHas padora
bl€) pe3yJabTaThl = Buabl 1 popMbl KOHTPOJIbHBIX
OCBOCHHS: o o = o % MeponpHATHIA, 00ecTeYnBaKoIIne M0
KOIbI HaumenoBanue pa3aesioB, TeM; o Z o E S = 5 COBOKYNHOCTH TEKYIINH KOHTPOJIb
¢dopmupyembIx (¢opMBbI IPOMEKYTOUHOH ATTECTALUH g 3 g = 22 = = YCIIeBA€MOCTH;
KOMIETeHIH# 1 = 2| Ex Z 3 < = (opMBI MPOMEKYTOUHOTO KOHTPOJIS
HHIMKATOPOB =1 EE | = é g E 2 g ycneBaeMocTH
MOCTHIKEHHsT g = E $ei 85| 3¢
KOMITeTeH il = ES | mRay FE|Qa
Accumerpuunas kpuntorpadus. [lludpoBanue ¢ OTKpHITHIM 4. KoHTpOJBEHOE TECTUPOBAHUE.
kitouoM. [Iporokon Auddu-Xemmmana. Xenr-QyHKIUN U UX
CBOMCTBA.
Tema 2.4 4 1
HNudpactpykrypa oTKpHITHIX Kitodel. L{ndpossie
ceprudukatel. DneKTpoHHas HU(POBas MOIHUCH.
[IpakTrueckoe 3anstue Ne 2.1 4 1
udpsr 3aMeHBI B IEpeCTaHOBKUA. Moienn mugpoB.
I"ammupoBaHue.
IIpakTrueckoe 3anstue Ne 2.2 2 1
CumMeTpryHOe mM(ppOBaHKE TaHHBIX. Peann3anms Ta0auist
Buxunepa cpepcreamu Ms EXCEL.
[Mpaktudeckoe 3ansiTue Ne 2.3 4 2
CxeMsl paszzenenus cekpera. AccuMeTpuunble mudpsel RSA u
Onp-I'amains. XemupoBaHue.
[Mpaktudeckoe 3ausitue Ne 2.4 4 2
AJNTOPUTMBI DJIEKTPOHHO-IIU(PPOBOH MOJIMTUCH.
OIIK-3: Pa3nen |1l. 3amura nuadopmanun B IP-ceTsix 14 6 X X 10 DopMBI TEKYILIETO KOHTPOJIS
NA-0OI1K-3.1 Tema 3.1 2 1 o pazueny Ill:
NJ-OI1K-3.3 Nudopmanmonnas 6e30macHOCTh Noiabp30Bareds. [laponpabie 1. BxoaHO¥ KOHTPOJb 3HAHUI (YCTHBIH
HJI-OIIK-3.4 CUCTEMBI ayTeHTH(HKAIIHH. orpoc).
OIIK-4: Tema 3.2 4 1 2. Pa30op TeopeTHyeCcKOro MaTepuaia
NJI-OI1K-4.2 OCHOBHBIE IOHATHS JTOKATBHBIX U TII00THHBIX KOMIIBIOTEPHBIX B (opMare yCTHON TUCKYCCHH.
NA-OIIK-4.3 cereil. Mudopmarmonnast 6e3omacHocts B VHTEpHETE. 3. BeImonHeH#e NPaKTHYECKUX PabOT.
[Iporokou 3auwTel 3aekTpoHHOM moutsl S/IMIME. 4. KOHTpOJIbHOE TECTUPOBAHUE.




ILiianupyemsie Buasbl yueOHoM paGoThI
(KOHTpOJIUpPYeM KonrakTHas padora
bl€) pe3yJabTaThl = Buabl 1 popMbl KOHTPOJIbHBIX
OCBOCHHS: o o = o % MeponpHATHIA, 00ecTeYnBaKoIIne M0
KOJBI HaumeHoBaHMe pa3nesioB, TEM; o Z o E S = 5 COBOKYIHOCTH TeKYIIHH KOHTPOJIb
¢dopmupyembIx (¢opMBbI IPOMEKYTOUHOH ATTECTALUH g 3 g = 22 = = YCIIeBA€MOCTH;
KOMIETeHIH# 1 = 2| Ex Z 3 < = (opMBI MPOMEKYTOUHOTO KOHTPOJIS
HHIMKATOPOB =1 EE | = é g E 2 g ycneBaeMocTH
MOCTHIKEHHsT g = E $ei 85| 3¢
KOMITeTeH il = ES | mas BEE | O a
Tema 3.3 4 1
IIpoTtokons! nepeaaun aanubix SSL u TLS. [TapameTpbl ux
0e301macHOCTH.
Tema 3.4 4 1
IIpoTtokonsl cemeiictBa IPSec: ucropus, apxurekrypa,
NOJKITIOUeHHE. MeKCeTeBbIe SKPAaHbI U X THIIBL.
[IpaxTrueckoe 3anstue Ne 3.1 2 2
Yupasnenue nocrynoMm B CYBJl SQL Server.
[Ipaktuueckoe 3ansatue Ne 3.2 2 2
Co3nanue neHTpa cepTUGUKANUH (YI0CTOBEPSIONIETO IICHTPA) B
Windows Server 2008.
[Mpaktudeckoe 3ansiTre Ne 3.3 2 2
Bcerpoennsiii MeskceteBoi akpan Windows Server 2008.
OIIK-3: Paznen IV. Anaiau3 u ynpasJjieHue puckamu B cepe 2 8 X X 12
NA-OIIK-3.1 HH(OPMALMOHHOI 0e30NACHOCTH
Na-OI1K-3.3 Tema 4.1 0,5 2 DOopMBI TEKYIIIETO KOHTPOJIS
NA-OIIK-3.4 Beejnenue B mpobieMy. YnpasiieHHEe PUCKaMU. o pazneny 1V:!
OIIK-4: Tema 4.2 0,5 2 1. BX0IHO# KOHTPOJIb 3HAHHI
NJ1-OIIK-4.2 MeTOIMKH TIOCTPOEHHUS CHCTEM 3aIUThHI MH()OPMAIIHH. (yCTHBIH 0o1poc).
NA-0OI1K-4.3 Tema 4.3 1 2 2. Pa3bop TeopeTnyeckoro MaTepuaa
MeToIMKH U MPOTPaMMHBIC TPOJAYKTHI JUIsl OIICHKH PUCKOB. B popMare yCTHOM AMCKYCCUHU.
HpaKTI/I‘ICCKOG 3agsaTue Ne 4.1 2 2 3. Brimonnenue IPAKTUYICCKUX pa60T.




ILiianupyemsie Buasbl yueOHoM paGoThI
(KOHTpOJIUpPYeM KonrakTHas padora
bl€) pe3yJabTaThl - Buabl 1 popMbl KOHTPOJIbHBIX
OCBOCHHS: o o = o % MeponpHATHIA, 00ecTeYnBaKoIIne M0
KO/IbI HanmeHoBaHue pa3nesoB, TeM; o E o E S = = COBOKYITHOCTH TeKYIIHii KOHTPOJIb
¢dopmupyembIx (¢opMBbI IPOMEKYTOUHOH ATTECTALUH g 3 g = 22 = = YCIIeBA€MOCTH;
KOMIIeTeHIHii 1 o 2 g | 53 z2 | ¢ :; (GOpMBI IPOMEKYTOYHOTO KOHTPOJISI
HHIMKATOPOB =1 g E| && g E g & ycneBaeMocTH
MOCTHIKEHHsT g = = | 8§83 S5 | 5¢
KOMITeTeH il = ES | mas BEE | O a
YcranoBka Avast Free Antivirus. PazBepTeiBanue 4. KoHTpOJBEHOE TECTUPOBAHUE.
aHTHBHPYCHOﬁ 3alIUThI: YCTAHOBKA arcHTOB
aJIMAHUCTPHUPOBAHMSI, IPOBEPKA COBMECTHMOCTH.
[IpaxTrueckoe 3arsitue Ne 4.2 2 2
Pabora ¢ BUpYCHBIMY MHITUICHTAMH.
[Mpaktuaeckoe 3ausiTre Ne 4.3 4 2
Hactpotika nporoxona IPSec 8 Windows Server.
OK3aMeH. X X X X 18 Dk3ameH o OuseraMm
HUTOI'O 3a nepBblii cemecTp 34 34 60
HNTOI'O 3a Bech epuoa 34 34 60




3.3.  Kparkoe conepxkanue yaeOHOM TUCIUTUTAHBI
HaumeHoBaHue pa3aeia u
Ne it Coaep:xanue pasaesia (TeMbl)
TEeMbI AM CHMIIJIMHbI

Paznea | TeopeTrudeckue 0CHOBbHI HH(POPMAIMOHHOM 0€30MaCHOCTH

Tema 1.1 HMuadopmanus u ee CBOMCTBA. [TonsTre nHGOpManHH 1 ee cBoiicTBa. Konmemnus
OO6mmas cxeMa mporecca WH()OPMAITHOHHON 0€30IaCHOCTH. YTPO3bl 0€30ITaCHOCTH H
obecrieyeHust HanpaBJICHUs ee 3aIUThl. MeToIbl ayTeHTU(UKAIUH.
MHQOPMaITMOHHOH [Ipouecc mocTpoeHHs U OLEHKH CHCTEMBI 00eCIeUeHHs
oesomacuoctu. Cpencrsa 6esomacuoctu. Cragmapt ISO/IEC 15408. Marematuueckue
o0ecrieyeHus 3aIuThI: METOBI 3alUTHl MHPOPMAIIUHA U UX OCHOBBI.
UACHTU(UKALUS,
ayTeHTU(UKaALMs, YIPaBIeHUE
JIOCTYIIOM.

Tema 1.2 Crioco6s1 niepeaayn OcnoBHble 3a1aun Kpuntorpadun. IIpaBuno cToiikoctu
KOH(HICHINATEHON umdp cucreMbl. MaTeMaTHUECKasi MOJIENb TIPOLIECCOB
nHpOpMAIH Ha pacCTOSHUU. | mmdpoBanus u aemudposanus. Kimaccudukarms mmdpos.
Kpunrorpagus u ee ocHoBHble | OCHOBHBIC TOHATHUS KPUITOAHAIH3A.
noHsTus. Kpunroananus.

Paznen |1 Kpunrorpadguyeckue MeToabl 3a1IUThl HHpOPMAIMHT

Tema 2.1 Hcropus kpunrorpaduu B [MosiBnenne kpuntorpaduu B Poccun. [lepuon cranoBneHus
Poccuun. coBeTckor kpunrorpadun. CoBpeMEHHBIH TOIXO,.

Tema 2.2 Knaccuduxarmst mmdpos. CumMeTrpuyHas KpunTorpadus u ee mpenuMyIecTsa.
[udposanme ¢ 3aKPHITHIM TpebGoBaHHA K TIOTOYHOMY OJIOYHOMY AJTOPUTMAaM
kirouoM. IToTounsle u mmdporanus. Anroputmsl DES, AES, TOCT-28147-89,
0Jt09HBIE MU(PHI HA OCHOBE CAST-128, Keelog, Present.
cxembl Detictens u SP-cetu.

Tema 2.3 AccumerpuyHas OcHoBHbIE NOHATHA. Pacnipeaenenue Kirouei o cxeme
kpunrorpadus. ludppoanne | Auddu-Xennmmana. Kpunrorpaduueckne cuctembr RSA u
C OTKPBITBIM KIIFOUOM. Onb-I'amang. CoBMeCTHOE UCIIOJIb30BaHUE CHMMETPUYHBIX U
[Iporoxon uddu-Xemnmana. | accumeTpudHBIX MUGPOB. Xemr-QyHKINH 0e3 KIFYa U C
Xeni-pyHKIMU ¥ UX CBOMCTBA. | KitouoM. Anroputmbl cemericte MD, SHA, TOCT P 34.11-

2012.

Tema 2.4 NHbpacTpyKTypa OTKPBITHIX ArTaka Tia man in the middle. Hepapxwust ieHtpos
kimoueit. Ludpossie cepTUdUKaunU U KIHEHTOB. CepTu(UKATHI ¥ HJIEKTPOHHO-
cepTuUKaThl. DJICKTPOHHAS 1upoBast MOJIMUCH.

UQpoBast MOJIHCE.

Pazgen Il | 3amura nndopmanuu B I1P-cersx

Tewma 3.1 HNudopmarmonHas [Mousitre ¢pummara. [laponsHast 3amKUTa TaHHBIX HA OCHOBE
0e30macHOCTh NONb30BaTeNs. | komOmHaTtopuku. IlaponbHas HONMUTHKA OpraHU3AIIH.
ITaponbHBIE CUCTEMBI
ayTEeHTH()UKAIHH.

Tema 3.2 OCHOBHBIE TTOHSTHS Mogens B3auMoaeiicTBIs OTKPHITHIX crcTeM |SO/OSI.
JIOKaJbHBIX U TTI00aIbHBIX OcHosHbIe nonsiTHs poTokoia S/IMIME. Crpykrypa
KOMITBIOTEPHBIX CETEH. npotokona. [logaepxka mouTOBEIMU KIMEHTaMU.
Wudopmarmonnas
Oe3onacHocTh B MIHTEpHETE.

IIpoTokon 3a1IUTHI
snexktporHoit mourter S/IMIME.

Tema 3.3 IIporoxomnsr nepenaun gaHHbIX | MicTopus pazpaboTku mpoTokoa. DTambl B3aUMOIEHCTBHS
SSL u TLS. IlapameTps! ux KJIMeHTa U cepBepa. YeM SSL-poTokos oTiuyaeTcs
0e30MacHOCTH. ot SSL-ceprudukara.

Tema 3.4 [Mpotokonsl cemetictBa IPSec: | IIporokomnsl IPSEC u TpaHCHSIHS CETEBBIX aPECcOB.

HCTOPHS], APXUTEKTYPA,

ITporoxoast AH, ESP, SKIP, ISAKMP, IKE. Tunossie




NOJKII0OUeHHE. MexceTeBble CXEMBI IOAKITIOYCHHUSI MEKCETEBBIX SKpaHoB. [loHsaTHE
SKPaHbI M UX THIIBIL. OpaHaMayspa.
Paznen IV | Ananus u ynpasjienne puckamMu B cpepe nH(POPpMaNMOHHOI 6e30MaCHOCTH
Tema 4.1 Benenue B mpobiemy. [TonsTue prucka B chepe nHGOPMAITMOHHONW OE30TTaCHOCTH.
YnpapieHue puckamu. HccnenoBanme pruckoB. Momens 6€30MacHOCTH C TIOTHBIM
MEPEKPHITHEM.
Tema 4.2 MeTonuky TOCTPOEHUS VYnpasnenne nHPOPMaHOHHOHN Oe30macHOCThI0. CTaHAaPTHI

cucreM 3amuTsl napopmanun. | ISO/IEC 17799/27002 n 27001. TOCT P UICO/MBK
17799:2005. TOCT P MCO/M3K 27001-2006.

Tema 4.3 MeTtoaukuy 1 porpaMMHbIE Mopens Lifecycle Security. Monens MHOroypoBHEBO#M
HPOJYKTHI ISl OLICHKU 3aIIUThI. MeTO/IMKa yIPaBJICHUs PUCKAMU, IIpearaeMast
PHCKOB. «Mwuxpocodt.

3.4.  Opranuzanus caMOCTOATEILHON pabOThl 00YUYAIOITUXCS

CamocrosarenbHas paboTa CTyJeHTa — oOs3aTeNbHass 4acTh 00pa30BaTEIbHOIO Mpoliecca,
HalpaBJIeHHas Ha Pa3BUTHE FTOTOBHOCTH K MPO(PECCHOHATILHOMY U JIMYHOCTHOMY CaMO0Opa30BaHHUIO,
Ha MMPOEKTUPOBAHKE JATbHEHIIIET0 00pa30BaTEIBHOTO MapIIpyTa U MPOPEeCCHOHATBHON Kapbephl.

CamocrosrenbHas paboTa 00y4aroLIMXcs MO TUCHMIIMHE OpraHU30BaHa KaK COBOKYITHOCTh
AyJUTOPHBIX W BHEAYJUTOPHBIX 3aHATHH M paboT, 00ECHeYMBAIONINX YCIIEUTHOE OCBOCHHE
JUCLUTUIMHBL.

AynuropHas camocTosiTelbHasg paboTa 0OydaromIMXCsl MO AMCLMILIMHE BBIIOJIHSAETCS Ha
y4eOHBIX 3aHATHSX [0/ PYKOBOJCTBOM IMperojaBaTesis M IO €ro 3aJaHuio. AyauTopHas
caMoCToOsITeNIbHAs paboTa 00y4aroIuXcs BXOIUT B 00N 00beM BPEMEHHU, OTBEJICHHOTO Y4eOHBIM
IUITAHOM Ha ayAUTOPHYIO paboTy, U perJiaMeHTUPYETCs PAaCIUCAHUEM YUeOHBIX 3aHATUH.

BreaynuTopHas camocTosiTenibHas paboTa 00ydJaronmuxcs — INIaHupyeMast yaeOHas, HayqHO-
UCClIeoBaTeNbCKast, IpakTuyeckas padoTa 00yyaroIuxcsl, BEIIOJIHAEMAast BO BHEAYAUTOPHOE BpeMs
10 3aJIaHHUIO M TPH METOJNYECKOM PYKOBOJCTBE IPETOAABATEINsA, HO 0€3 €ro HermocpeaACTBEHHOTO
y4acTHsl, paCMCaHUEeM y4eOHBIX 3aHATUH HE PErJIaMEHTUPYETCS.

BueayauropHas camocTosiTenbHast padoTa 00y4yaronuxcs BKIIOUAEeT B ce0s:

— TOJTOTOBKY K JIEKIIUSIM, 3a4ETY;

— H3y4YeHHE YUYEOHBIX TOCOOUH;

— W3yYEHHE TEOPETHUECKOT0 W TMPAKTHYECKOrOo MaTepuaja I0 PEKOMEHIOBAaHHBIM
UCTOYHUKAM;

— MOJTrOTOBKA K 3alIUTe JJAOOPaTOPHBIX padoT;

— MOJTrOTOBKA K IPOBEPOUYHOMY TECTUPOBAHHUIO.

CamocrosiTenbHass pabora oOywaromMxcs € ydacTHEeM IpenojaBatenss B (opme HHOU
KOHTAKTHOM paboThl MpeaycMaTpuBaeT TPYINOBY0 U (WIM) HWHAMBUIYalbHYI palboTy C
00yJaromuMHUCs U BKITIOYAET B CeOs:

— TPOBEICHUE WHIMBUAYAJbHBIX W TPYNIOBBIX KOHCYJBTAMH 1O  OTAEIHHBIM
TeMam/pasjiesiaM JUCIUTITUHBI;

— TIPOBE/ICHUE KOHCYJIBTAINHN TIepe]T 3a4eTOM;

— KOHCYJIBTAIIUH IO OPTaHU3AIMU CAMOCTOSITEIIFHOTO H3YUCHHS OTICIFHBIX Pa3/IeoB/TeM.

[lepeuenb pa3ziesnoB/Tem/, MOJHOCTHIO WIM YaCTHYHO OTHECEHHBIX HA CaMOCTOSITEIbHOE
M3Y4YEeHHE C TOCIIEeTYIONIMM KOHTPOJIEM:

Buasbl u popmbl
HaumenoBanue . bop 8
KOHTPOJILHBIX =
pasaea /TeMbl . 9
MepOonpHusITHI e
THCHHUILIMHBI, . =z
Ne 3agaHus 1J15 CAMOCTOSITEJIbLHON padoThl | (YYHTBHIBAIOTCH =
BBIHOCHMBIE HA o
NpH NpoBeeHHn | £
CaMoOCTOSATeJIbHOE 53
TEKYyLIero 22
U3ydeHue =
KOHTPOJI5)
Pazgen IV | AHaju3 u ynpasJjieHue puckamu B cpepe nHpopManuOHHOI 0e30MacHOCTH




10

Tema 4.4 3ama4yu Ha TEMY: Anroput™ «AdGUHHBIH U, Pazpabotka 2
TEOPETHKO-YUCIIOBEIE | AnroputMm «Pemero Dparochenay. MpoTrpaMMBbI Ha
METOABI B SI3BIKAX
Kpunrorpaduu. BBICOKOT'O
YPOBHSIL.

3.5. TlpumeHeHwue 3J€KTPOHHOTO OOYYECHHMS, TUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX
TEXHOJIOTUN

Peanuzanus nporpaMmbl y4eOHOM AUCHUIUIMHBI C TPUMEHEHHUEM AJIEKTPOHHOTO 00YUYEeHUS U
JUCTAHIIMOHHBIX 00Pa30BATEIBHBIX TEXHOJIOTHHA PETIIAMEHTHPYETCS JEHCTBYIOIIMMH JTOKAITbHBIMH
aKTaMU YHHBEpPCUTETA.

YyeOHasi 1eATeNbHOCTh YACTUYHO POBOAUTCS Ha OHJIAMH-TIIaTGOpME 3a CUeT MPUMEHEHHS
y4e0HO-METOIMYECKUX IEKTPOHHBIX 00Pa30BaTEIHHBIX PECYPCOB:

HCIO0/Ib30BaHHE enoansopanne 0 u OT 00beMm, BKJIIOYEHME B Y4eOHBIN
90 u 10T yac npoiecc

o0yueHue y4e0HO-METOANYECKHE HJICKTPOHHBIE OpraHu3anus

¢ BeO-TIOIIepKKOH | 0Opa3oBaTeNbHBIE PECYPCHl YHUBEPCUTETA CaMOCTOSITETbHOH PabOTHI
1 kareropuu oOyJaronmxcs
yueOHO-METOANYECKUE SJIEKTPOHHEIE B COOTBETCTBHUHU C
o0pazoBareibHbIe PeCypChl YHUBEPCUTETA pacrucaniemMm
2 Kareropuu TeKYIIeH/TIPOMEKYTOUHOU

aTTeCcTaluu

DO0P obecneynBaroT B COOTBETCTBUH C MIPOTrPAMMOM TUCHUTUIMHBI (MOZYJIS):

— OpraHu3alyI0 CaMOCTOSITENIbHON paboThl 00ydYaromierocs, BKIIOYash KOHTPOJIb 3HAHUN
oOyuaroierocst (CaMOKOHTPOJIb, TEKYIIMA KOHTPOJIb 3HAHUHM U IPOMEXKYTOUHYIO aTTECTALIUIO),

— METOJMYECKOE COMPOBOXKICHUE U JIONOJHUTENIBbHYI0 HHQOPMAIIMOHHYIO TOAJIEPKKY
3JIEKTPOHHOI'0 00y4eHUs (JONOIHUTENbHbIE YydeOHbIe U MH()OPMAIIMIOHHO-CIIPABOYHbIE MAaTEPUAIIBI).

Texymias v MpoMeXyTouHasi aTTeCTallMi MO OHJIAWH-KYpCY MPOBOJSTCS B COOTBETCTBUU C
rpauKoM y4eOHOr o MpoLecca U pacCaHUuEM.
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4. PE3YJbTATbI OBYYEHMS 110 JUCHUIIJIMHE, KPUTEPUN OLIEHKH YPOBHSI COOPMUPOBAHHOCTH
KOMIIETEHIIUU, CUCTEMA U LIKAJIA ONEHNUBAHUA

4.1. CooTHECEHHE IUIAaHUPYEMbBIX PE3yJIbTaTOB 00YUYEHHUS C YPOBHIMHU CHOPMUPOBAHHOCTH KOMITCTCHITHH(H).

Yposnn Hrorosoe Onenka B IMoxa3zaTesn ypoBHs cOPMHUPOBAHHOCTH
chopmMupoBaHHOCTH KOJIN4€CTBO NATHOAILHOM = = =
(bopmup . YHHBeEPCAJIbHOM(-bIX) o0uIenpogeccuoHAILHON(-bIX) npogeccuoHAIbHOM(-bIX)
KoMIeTeHIuu(-i) 0aJ10B cucreme e N o
. KoOMIleTeHuu(-i) KOMIIeTeHI U KoMueTeHuuu(-i)
B 100-0a1abHOM 10 pe3yJibTaTam OLK-3:
cucreMme TeKyuiei u :
1o pe3yJabTaTaM MPOMEKYTOYHOM gﬁ 8%? gé
TeKylleH u aTTecTallu VJI-OIIK 3' 4
IPOMEKYTOYHOM OIIK-4- '
arrecranuu 0 OH'K 42
NI-OIIK-4.3
BBICOKUIA OTJINYHO/ OO0ygarommiics:

3a4TEHO (OTJIMYHO)/
3a4TEHO

— MICUEepIBIBAIONIE U JJOTHYECKU
CTpPOITHO M3IaraeT yaeOHbIH
Martepua, IpUMEHSIET 3HAHUsI
3aKOHOB U METOJIOB B 00JIaCTH
€CTECTBEHHBIX U MH)KCHEPHBIX
HAYK JJIsl TOCTaHOBKH 331241
pa3pabOTKH TIOICUCTEMBI
“H(OPMAITMOHHOM
0€30I1aCHOCTH,

— IOKa3bIBaeT CIOCOOHOCTH B
HOHMMAHUH U TIPAKTUYECKOM
UCIIONIb30BAaHUH OOIIEHAYYHBIX U
KOHKPETHO-HAYYHBIX METOJIOB
MIPUHIUIIOB UCCIICAOBAHHS,

— CBOOOZHO OpUEHTUPYETCS B
MPUMEHEHNU COBPEMEHHBIX
MH()OPMAIMOHHBIX TEXHOJIOTHIA
Y IpOTpamMM JuIsl pa3paboTKu
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moxymenTarm: MS Office,
SMath Solver u nmp.;

— J1aeT pa3BepHYTHIC,
HCYEPIIBIBAIOLINE,
mpo¢eCCHOHANTBHO TPaMOTHEIE
OTBETHI Ha BOIIPOCHL, B TOM
4rcye, JONONHUTEIbHBIC.

HOBBIIEHHBIN

X0poIo/
3a4TeHO (XOpoIIo)/
3a4TEHO

OO0yyvarommiics:

— JIOCTaTOYHO MOAPOOHO,
IPaMOTHO | IO CYIIECTRY
M3JIaraeT U3y4eHHbIH MaTepUa,
NPUBOJUT U PACKPHIBACT B
TE3UCHOM (POpME OCHOBHBIE
TTOHSITHSI,

— JIOMyCKaeT CIUHHYHBIC
HerpyOble OMMOKH;

— JIOCTATOYHO XOPOIIIO
OpPHCHTHUPYETCS B yUeOHOU U
po¢heCCHOHANBEHON JINTEpaType;
— OTBET OTpaKaeT 3HaAHHE
TEOPETUYECKOTO U
NPaKTHYECKOTO MaTepuaa, He
JIOTyCKasl CYIIECTBEHHBIX
HETOYHOCTEH.

0a30BbIH

YJIOBJICTBOPUTEIBHO/
3a4TEHO
(ynoBneTBOpUTENHHO)/
3a4TEHO

OO0yyarommiics:

— JIEMOHCTPHUPYET
TEOPETHUCCKUE 3HAHUS
OCHOBHOTO y4eOHOTO MaTepuaa
IUCLUIUIMHEL B 00BEME,
HEO0O0XOIMMOM IS TaILHEHNIIIETO
ocBoenus OIIOIT;

— JIEMOHCTPHPYET
(hparMeHTapHbIe 3HAHUS
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OCHOBHOI y4eOHOH TUTepaTypHl
10 TUCIUTLTHHE;

— OTBeT OTpa)kaeT 3HAHUS Ha
0a30BOM YPOBHE TEOPETHYECKOTO
U MPaKTUYECKOTO MaTepuasia B
00beMe, HEOOXOTUMOM JIJIst
JAbHEUIIICH yaeObl U
MpeCTOosIIEeH paboThI O
pouIF0 00yUYeHMSL.

HU3KHA HeynoBieTBoputenbHo/ | OOydaromuiics:
HE 3a4TEHO —  JIEeMOHCTpPHUpYeT (hparMeHTapHbIe 3HAHUS TEOPETHYECKOTO M MPAKTHIECKOTO MaTepHal,
JIOITYCKAaeT rpyOble ONMIMOKY IIPU €r0 U3JI0KCHUN Ha 3aHATUSAX U B XOJC MPOMEKYTOYHOM
aTTeCTalllu;
—  HCIBITBIBAET CEPHE3HBIE 3aTPYAHCHNS B IPUMEHEHUH TEOPETUYECKUX TI0JI0KEHUIN IIPU pELIEHUN
NPaKTHYECKUX 3a/1a4 MPOeCCHOHANFHON HAPaBISHHOCTH CTAHIAPTHOTO YPOBHS CII0KHOCTH,
HE BJIaJIceT HEOOXOAMMBIMH ISl 3TOTO HABBIKAMH U NIPUEMaMU;
—  BBINOJTHSET 33JaHUS TOJBKO 0 00pas3Ily U IO PyKOBOACTBOM IPEIIOIaBATEIIS;
—  OTBET OTpa)kaeT OTCYTCTBUE 3HAHUI Ha 0230BOM YPOBHE TEOPETHUECKOTO M MPAKTUIECKOTO
MaTepuana B 00beMe, He0OOXOAMMOM IS TajThbHEeUIIeH yIeOsl.
5. OIIEHOYHBIE CPEJCTBA JJIsI TEKYHIETO KOHTPO.ISI YCIEBAEMOCTHU U ITIPOMEXYTOUYHOM
ATTECTALUU, BKIIOYAA CAMOCTOSTEJBHYIO PABOTY OBYYHAIOIIIUXCA
5.1.  ®opmbl TEKyIIEro KOHTPOJISI YCIIEBAEMOCTH, IPUMEPHI TUIOBBIX 3a/IaHUH!
Ne @opMBbl TEKYLILETO KOHTPOJIsI I[IpuMepbl TUNOBBIX 3aTAHMIT

1

BrimonHenue mpakTuyeckux padoT 1o IpaxTrueckoe 3anstue 1.1

pazneny | Hcnonp3oBanne IUQPOBBIX CEPTUHHUKATOB.

O3zHakoMJICHHE C TOPSIKOM HCIOJb30BaHUS HUPPOBBIX ceprudukaroB X.509 B MpPOTOKOIAX 3alUTHI
nmanaeix SSL/TLS u S/MIME.

[Ipaktuyeckoe 3anstue 1.2

1. Hpe}.‘LCTaBI/ITB YHUCJO a IO OCHOBAHUIO CUCTEMBI CUUCICHUS b, €ClIn
1) a=15321,b=4;
2) a=18742,b=7,
3) a=(123)s, b =10;
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Ne DopMBbl TEKYLIET0 KOHTPOJISI IIpumepsbl THNIOBBIX 3aJaAHUI
4) a=(21012)3, b =10;
2. Pemmuth 3amaun
e Bruicauts, kakue u3 uncen 1589, 1573, 1571, 1591 aBistroTCs IPOCTHIMU;
e  BriicHuTb, Kakue u3 gmucen 2561, 2669, 2677 SBISIOTCS IPOCTHIMH;
e HaiiTu HauMeHblIee HATYpalIbHOE YUCIIO, KOTOPOE AECIUTCA Ha
e 23,4,56,7,8,9,10.
e HaiiTu kKaHOHHYECKOE NPEICTABICHUE CICAYIOIINX YUCEIL:
o 121:2)15!; 3) 18!; 4) 14!; 5) 16!; 6) 17!.
2 BrimonHenne npakTHUECKUX paboT 1Mo IpakTrueckoe 3ansarue Ne 2.1

paznemny Il

Iudposanue nanHbIX ¢ npuMeHeHueM mudpos Ileszaps u Ardam B mporpamme SMath Solver.

[Ipumepsl TUIIOBBIX 3aJaHUI:

3aoanue 1.

CocraButh nporpammy Ha si3sike SMath Solver u 3ammdpoBaTh cBoOIO hamMuIIHIO, 3aTUCAHHYO 3aTrJIaBHBIMH
JATHHCKUMH OYKBaMH, ¢ ITOMOIIbI0 rdpa AToar.

3adanue 2.

CocTaBUTh MPOrpaMMy U 3alu(poBath CBOIO (HaMUIIMIO, 3aNMCAHHYO 3arJIABHBIMU JAaTHHCKUMU OyKBaMH,
¢ momoreto mudpa Lesaps.

Merto/ibl HEPECTAHOBKHU
[Ipumepsl TUIIOBBIX 3aJaHUI:
3adanue 3.
ZammdppyiTe METOIOM MePeCTaHOBKH ¢ (pukcrpoBaHHbIM nepuogom d=6 ¢ kimouom 436215 coobrieHus:
oXEJITBI_OI'OHb
oMbl HACTVYIIAEM
3adanue 4.
Pacmmdpyiite coobIeHus, 3anmppoBaHHbIE METOIOM TIEPECTAHOBKH ¢ (GUKCHPOBAHHBIM mepruogoM d=8 ¢
KIrouoM 64275813:
o CJIIIMBbHAE
oPOMAT' IBH
3adanue 5.
Onpexpenure KIOYM B CHCTEME IIU(PPOBAHUS, HCIOJIB3YIOMIEH MEPEeCTaHOBKY C (DUKCHPOBAHHBIM
neproioM d=5 10 mapam OTKPBITHIX U 3aIH()POBAHHBIX COOOIIICHHIA:
o MOW MAPOJIb — MITIM OOBAJIP
o CUT'HAJI BOiJ — HUCATI'O JISIb
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Ne it

DopMBbl TEKYLIET0 KOHTPOJISI

IIpumepsbl THNIOBBIX 3aJaAHUI

3aoanue 6.
SamupyiTe cOOOIIEHUS METOIOM MEPECTaHOBKH 10 Tadiuie 5*5. Kirtou ykas3piBaeT MOpsI0K CUUTHIBAHUS
CTOJIOOB NpH MH(PPOBAHUH.

o IIMPOKOIIOJIOCHBIN YCUJIUTEJIb (xmou: 41235)

o TNEPEJAYA N30BPAXEHUS (kmou: 24513)

IIpakTnueckoe 3anarue Ne 2.2
udposanue nanubix. Peannzanus tabnuubl Bixunepa cpenctBamu Ms EXCEL.
[TpumMepbl TUITOBBIX 3aJIaHHM:
3aoanue 1.
[TycTth ucxonHbIl andaBUT COAEPIKUT CICTYIONINE CHUMBOJIBL:
ABBI'IEEX3UMKIIMHOITPCTY ®XIULIIL bBIbIIOS
Sammdpyiite ¢ momorpo mudpa Bmxuaepa u kiroua ABJIOKO coobmenns:
o KPUIITOCTOUKOCTb
o I'AMMUPOBAHUE
3adanue 2.
[Myctes wucxomHblii andaBUT COCTOMT U3 CIEAYIONMX 3HAKOB (CHMBOJ «_» (MOAYepKuBaHHE) Oyaem
MCIIOJIB30BaTh IS TPo0era):
ABBI'IEXX3UMKJIMHOIIPCTY® XYL BbIBIIOS
Pacmudpyiite coobiieHus, 3anmudpoBaHHbie ¢ MOMOIIBI0 mudpa Bwxunepa u kiroua OPEX:
o HIBMBYXHSA
o SABXBIIIOMX

IIpakTnueckoe 3aHsaTue Ne 2.3
1. CrenepupyiTe OTKPBITBINA U 3aKPBITHIA KIIOYH B ainroputMe mudpoanus RSA, BeIOpaB mpocTeie vncia
p ¥ q U3 nepBoii cotHu. 3amudpyiite u pacmudpyite coodlIeHre, coctosmiee 13 Bamux nHupanos: ®HO.
2. Tlycth €, d — COOTBETCTBEHHO CEKPETHBI M OTKPBITHIA KIIFOYM a0OHEeHTa A; P, (| — MPOCThIE YHCIIa
aboHenta A; M — mepemaBaemoe coobienune abonenty A. Haiitm d u mmdposanHoe coobuieHue Y,
nepeaaBaeMoe a0OHEHTY A, €CJIH U3BECTHO, UTO:

1) p=5, g=11, e=3, m=8

2) p=5,0=11, e=7, m=3
3. ndp Onp-Tamans. [lycTs X, Y — COOTBETCTBEHHO CEKPETHBIM W OTKPBITHIA KJIFOUM aboHEHTa A, P —
MIPOCTOE YHCIIO, § — IMEPBOOOPA3HBII KOPEHB 110 MOJYJIIO P (TTapaMeTpsl MH(PCUCTEMBI), M — IIepeaBacMoe
coobmienne abonenty A, Kk — cnyuaitnoe uucno. Haiitu y u mmdppoBanHoe coobmienue (cl, c2),
nepeaaBaeMoe aOOHEHTY A, eClIi U3BECTHO, UTO:

1) p=13, g=2, x=5, k=3, m=10
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Ne it

DopMBbl TEKYLIET0 KOHTPOJISI

IIpumepsbl THNIOBBIX 3aJaAHUI

2) p=13, g=2, x=6, k=3, m=3

[paxTryaeckoe 3aasTre No 2.4

3adanue 1.

Monmuce Dnp-Tamans. [lycte p — mpocroe umcio, § — mepBooOpa3HbIi KOPEHb M0 MOIYJO P, X Y —
COOTBETCTBEHHO CEKPETHBI M OTKPBITHIA KIr0Oud aboHeHTa A, M — mommuceiBaemoe coobimenue, K —
ciydJaitHoe guciio. Haiitu y, moanucats coobmenne M moanuceio aboHeHTa A 1 IPOBEPUTH MTOAIHCH, €CITH
W3BECTHO, 4TO:

Dp=11,g=2,x=5 k=3, M=21;

2)p=13,g=2,x=8,k=11, M =20.

3adanue 2.

Moanuck Hoppa. [Tycts p — mpocToe Yucio,  — IpoCcToi JenuTeb yucia P — 1, g — 3eMeHT U3 KoJbla
BEIYETOB 10 MOXYIO P, X Y — COOTBETCTBEHHO CEKPETHBIH W OTKPBHITHIN Kiroun aboHeHTa A, M —
HOAMUChIBaeMoe coobienne, K — cimywaiinoe umcimo. Haittu y, moamucate cooOmiernne M moamuchro
aboHeHTa A ¥ MPOBEPUTH MOJIKCh, €CTH U3BECTHO, UTO:

Dp=13,9=3,0=3,x=2, k=2, M =11,

2)p=11,q=5,9=9,x=4, k=3, M =21,

BrimonHneHne npakTHUECKUX paboT Mo
pazzeny Il

IIpakTryeckoe 3ansarue Ne 3.1
Yupasnenue nocrynoMm B CYBJI SQL Server.

IIpakTnueckoe 3anarue Ne 3.2

Cosnanue nenrpa ceprudukarmu (yaocrosepsiromiero nenrpa) B Windows Server 2008.

[TprobOpeTeHre NPaKTUYECKUX HABBIKOB Pa3BEPThIBAHUS U HACTPOMKH IIEHTPa CepTH(HUKAIIMK BCTPOCHHBIMU
cpeacreamu Windows Server 2008.

IIpakTnueckoe 3aHsaTue Ne 3.3

Bcerpoennsiii MesxxcereBoii akpan Windows Server 2008.

[TpuoOpereHne NPaKTUUECKUX HABBIKOB HACTPOWKH MexceTeBoro skpana Mcmosb3oBanue Microsoft
Security Assessment Tool.

10

Brinonnenne npakTHuecKux paboT mo
pazneny 1V

IIpakTnueckoe 3aHsaTue Ne 4.1
VYcranoBka Avast Free Antivirus. Pa3BepThiBaHWe aHTUBHPYCHOW 3alllMThI: YCTAHOBKA arcHTOB
aIMUHUCTPUPOBAHUS, ITPOBEPKA COBMECTUMOCTH.

IIpakTnueckoe 3anarue Ne 4.2
Pabora ¢ BUpYCHBIMH WHITUJICHTAMH.

IpakTrueckoe 3aasTre No 4.3
[TpuobpeTeHne MPaKTUIECKUX HABBIKOB HACTPOUKH pa3peiieHui Ha TOCTYI K 00beKTaM 0a3 TaHHbBIX B Cpeie
CYBJ Ms SQL Serve 2008/2021. Hactpoiika nporokoia IPSec B Windows Server.
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IIpumepsbl THNIOBBIX 3aJaAHUI

11

KonTponbHOE TeCcTUpOBaHUE 11O
pazzeny | «TeopeTndeckue OCHOBBI
WHPOPMALMOHHON O€30MaCHOCTH

ITpuMepsl TECTOBBIX BOIIPOCOB:

1. Yro takoe muppoBanue?

A) crioco0 M3MeHeHHs JOKyMEHTa WK APYTOro COOOIIEHHsI, 00eCIeUunBaloIee HCKAKEHUE ero
COJICP)KUMOTO

b) nmpeobOpazoBanne TekcTa B KO

B) ynopsinouennsiii Habop 13 351eMeHTOB andaBuTa

2. IIpoctpancTBO Kitodeit K — sTo...

A) HaboOp BO3MOXKHBIX 3HAYCHHUH KII0Ya

b) nnuna ximoua

B) HeT mpaBMIIbHOTO OTBETa

12

KoHntponbHOE TECTHpOBaHUE O
pazneny |l «OcHOBBI KpunTOTpadwm»

[Tpumeps! TECTOBBIX BOIIPOCOB:

1. Yro takoe kpunrorpadus?

A) Hayka, U3yJaroias CTpyKTypy, OOIlIie CBOMCTBA M METO/BI Mlepeiadn HHPOPMAIMH, B TOM YHCIIE
CBSI3aHHOU ¢ npuMeHeHueM OBM

b) mayka o maremaTruecknx MeToiax obecrevueHnss KOHPUISHITHATEHOCTH U Ay TeHTUIHOCTH WH()OpMaIlnu
B) mporecchl, MeTombl IMOMCKa, cOopa, XpaHEHUs, O0OpaOOTKU, NPEAOCTABICHUS, PaCHpPOCTPAHCHHS
WHQOPMAIIUH U CTIOCOOBI OCYIIECTBIICHUS TAKUX MTPOIIECCOB U METOJIOB

2. CHUMBOJIIBI HCXOJTHOT'O TEKCTa CKIIAJBIBAIOTCS C CHMBOJIAMU HEKOW CIy4aifHOW MOCTIeT0BATEIEHOCTH —
3T0...

A) anropuT™M raMMHpOBaHHUS

b) anroput™m nepectaHOBKH

B) anropuTtm 3ameHbl

13

KontponbHoe TecTupoBaHue 110 pasieiy
Il «3amura nadopmanmu B IP-ceTsix»

IIpumeps! TECTOBBIX BOIPOCOB:

1. CriaM pacrpocTpaHseT MMO/JIEIbHBIC COOOIIECHUS OT MMEHU OAaHKOB MM (DMHAHCOBBIX KOMIIAHUM, IIEIIBIO
KOTOPBIX SIBIISIETCSA cOOP JIOTMHOB, [ApOJIeH U ITMH-KOJO0B HOJIb30BaTENCH:

A) IlycTeie mucpma

B) Yepnsrit nuap

C) ®OumuHr

D) Bupyc

2. Koria npuMeHstoTcst aropuT™bl MGPOBaHKS HHPOPMAIIH

A) Koraa Mbl He T0BEpsieM MECTY, IJie XpaHUM HHPOPMAIIUIO

B) Korna Ham TpeOyeTcs MOATBEPKACHHS OATHHHOCTH OTIIPABUTEIIS

C) Korza MbI He 0BEpsieM KaHallaM CBSI3H, TI0 KOTOPBIM repeiaeM HH(HOPMAITHTO
D) Bo Bcex MepeurcIeHHbIX Caydasix
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Ne i DopMBbl TEKYLIET0 KOHTPOJISI

IIpuMepsI THIIOBBIX 3aJaHUI

14 KonTponbHOE TecTiupoBaHue Mo pa3naeny
Il «KAHanu3 u ynpaBieHue pUCKaMH B
cdepe nHPOPMAITUOHHOM
Oe3omacHOCTH»

ITpuMepsl TECTOBBIX BOIIPOCOB:

1. Yto He OTHOCHUTCS K CBEICHUSIM KOH(DUICHIIMAIBHOTO XapakTepa?

A) TlepcoHanbHbIE TaHHEIE

B) Csenmenusi, COCTaBIISIIONINE TAWHY CICICTBUS

C) Caenenus 0 CyIIHOCTH H300pETEHHUS

D) Caenenus o 3aJ0/DKEHHOCTH pabOTOIaTENeH 110 BBIIUIATE 3apa00THOM IUIATHI M COIIMANIBHBIM BBITUIATAM
2. Bbl 3a0b11H CBOI maposib o1 Twitter u peruiu ero coOpocuts. Bekope BaM npuxoaut nuckMo. OHO
Ka)XeTCsl MOA03puTeNnbHbIM. Min Het?

W3MEHUTb MAPOJIb

A) Her.
b) la.
5.2.  Kpurepuu, mkaabl OIICHUBAHUS TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH
HauMeHnoBaHue
OIIEHOYHOI'0 IIkannl oeHUBAHMS
(Kggigf;i?{o- Kputepun onieHuBaHusi
100-0aaanHast IIsTu6ananLHas
OLIEHOYHOI'0
T cucreMa cucTeMa
[IpakTryeckoe 3amaHre BBHITOJIHEHO TIOTHOCTHIO. HEeT OmmboK B TOTHYECKUX PACCyKICHUSX. 5
3a1aHue Bo3moxxHO Hanmmune ogHOM HETOYHOCTHU I OIMCKH, HE SBIISIOIIAECS CISACTBUECM
HE3HAHUS WM HEIOHUMAaHUs yaeOHOTo MaTeprana. OOyJaronuiicst ToKasa MOJHbIH
00beM 3HaHWH, YMEHUH B OCBOSHUH, IPOHICHHBIX TEM U MPUMEHEHUE MX HA TIPAKTHKE.
3aianue BBIIOIHEHO MOJTHOCTHIO, HO 00OCHOBAHHI IIArOB PENICHUS HEIOCTATOYHO. 4
JlonymieHa ojHa omuOKa Wiu IBa-TPU HEJl0UYETa.
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HauMeHoBaHue
OLIEHOYHOTI0 IIxaabl oneHNBAHNUS
(Kggif)f;i?{o- Kpurepum oneHuBaHus
OLEHOMHOT 100-6anabHast IsaTuoamIbHas
cucTremMa cucTeMa
MepOonpHusATH)
Honymienst 6onee ogHOM omMOKK MK 0oJiee ABYX-TPeX HEIOYETOB. 3
3aaHue BBIMOJHEHO HE MOJHOCTHIO. JlommyIneHsl rpyOble OMIMOKY. 2
3agaHue He BHIITOJIHCHO.
Tect 3a BBINIOJTHEHHUE KX I0T'0 TECTOBOIO 33JaHHsI UCITBITYEMOMY BBICTABIISIOTCS OAJLIbI. 5 85% -
HomuHanbHas mikana npemoiaraeT, 4To 3a NPpaBUIIbHBIA OTBET K KaXKIOMY 33JaHUI0 100%
BBICTABIISIETCS OJMH 0all1, 32 He MPaBUIIBHBIN — HOIb. B 3amanusax ¢ BEIOOpOM 4 65% -
HECKOJIbKHX BEPHBIX OTBETOB, 33JJaHMIX HA YCTAHOBJICHHE TIPaBUIBLHON 84%
MOCJIEA0BATEIbHOCTH, 33/IaHUSIX Ha YCTAHOBJIEHUE COOTBETCTBHUS, 3aJJaHUSIX OTKPBITOMN 3 41% -
(hOpMBI HCTIONB3YIOT TMOPSIKOBYIO IIKaTy. B 3TOM cirydae Oaiutel BEICTABISIIOTCS HE 32 64%
BCE 3aj]aHme, a 32 TOT WM WHOW BEIOOD B KaXK/IOM 33/1aHWH, HAIIPHMEp, BHIOOP BapHaHTa, 2 40% u
BBIOOD COOTBETCTBHSI, BEIOOD paHra, BEIOOD JOMOTHEHMSL. MeHee
40%
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5.3. Cucrema oOLEHUBaHUS PE3YyJbTATOB TEKYIIETO KOHTPOJS M TMPOMEXYTOUHOU
aTTeCTaluu.

OreHka [0 JUCLHUIUIMHE BBICTABISAETCS 00yUYaIOLIeMycsl ¢ YUETOM pe3yJIbTaToOB TEKyLIeH U
IIPOMEKYTOYHOM aTTECTALUU.

®opMa KOHTPOJISI 100-6ananHas cucrema [IaTudannbHas cucrema
Texymuil KOHTPOJIb:

- IPAKTUYCCKUE 3aJaHHS 2 — 5 WM 3a4TEHO/HE 3aYTCHO
- IPOBEPOYHBIE TECTHI 2 — 5 WM 3a4TEHO/HE 3aYTCHO
[IpoMexyTouHas aTTecTalus: OTJINYHO
3a4eT 10 COBOKYITHOCTH PE3yJIbTaTOB XOPOIIO
TEKYIIETr0 KOHTPOJIsI YCIIEBAEMOCTH VJIOBJICTBOPHUTEIHEHO
HToro 3a cemecTp (IUCIUILTHHY) HEYJOBIETBOPUTEIHLHO
3a4€T/3a4€T C OIEHKOM/IK3aMCH 3a4TEHO

HE 3aYTCHO

6. OBPA3OBATEJIBHBIE TEXHOJIOI'MH

Peanuzanus mnporpamMmbl INpeaycMaTpuUBaeT MCIOJIb30BaHUE B Ipolecce oOO0yudeHus
CIIEIYIOIIMX 00pa30BaTEeIbHBIX TEXHOIOTHH:

— TPYIIOBBIX JUCKYCCU;

— mnpoOieMHas JeKIHUs;

— aHaJuu3 CUTyaluuid U UMUTAlUOHHBIX MOJENEH;

— TMOUCK U 00paboTka MH(OpMaLINK C UCTIOTIb30BaHUEM ceTu HTepHeT;

- JMCTAHIIMOHHBIE OOpa3oBaTeiabHble TexHojoruu: Miargopma Moodle, cepBuch
Goggle-meet, Zoom;

— TPUMEHEHHE JJIEKTPOHHOrO oOyueHus: npuMeHenune uHcrpymentoB MS Office (Word,
Excel, Power Point);

— HCIIOJIb30BAHME HA JIEKIIMOHHBIX 3aHATUSAX BHI€OMATEPUAIIOB U HATJISIIHBIX TOCOOUIA;

— caMocCTosTeNbHas paboTa B cucTeMe KOMIIBIOTEPHOTO TECTUPOBAHHS.

7. INPAKTUYECKASA NIOATI'OTOBKA
[TpakTHyeckas MOJroTOBKA B paMKax y4eOHON AUCIUIUIMHBI HE PeaIn3yeTcs.

8. OPI'AHU3ALIUA OBPA3OBATEJIBHOI'O TPOUECCA I JIMIL C
OI'PAHUYEHHBIMHA BO3MOKHOCTAMMU 310POBbAA

[Ipn oO0yyeHMM JHUI] C OrpaHUYEHHBIMH BO3MOXXHOCTSIMH 37I0pOBbsI M HHBaJIHIOB
UCTIOJIB3YIOTCSL TOAXO/bI, CIIOCOOCTBYIOIME CO3AaHUI0 Oe30apbepHOil 00pa30BaTENbHOM Cpembl:
TEXHOJOTUH Au(depeHnaiud U UHIUBUIYaJIbHOTO OOyuYeHUs, MPUMEHEHHE COOTBETCTBYIOLINX
METOAMK IO paboTe ¢ WHBAJIMIAMH, HCIOJb30BAHUE CPEJICTB JUCTAHLMOHHOTO OOIICHUS,
MIPOBEJICHUE JOMOJHUTENbHBIX HHIMBUIYAJIbHBIX KOHCYJbTAl[Mil MO M3yYaeMbIM TEOPETUYECKUM
BOIIPOCAaM M NPAKTHUYECKUM 3aHATUSAM, OKa3aHUE MOMOLIM IPU IMOATOTOBKE K IPOMEXYTOUYHOMN
aTTeCTallUU.

IIpu HeoOxomuMocTu pabodas mporpamMMa JAUCHUUIUIMHBI MOXKET OBITh aJlalTHpPOBaHA s
obecrnieueHns 00pa30BaTEIHLHOTO MpoIlecca JUIAaM ¢ OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbS, B
TOM YHCJIe JUI AUCTAaHIIMOHHOTO O0YYeHHUS.

Y4eOHble W KOHTPOJBHO-U3MEPUTENIbHbIE MaTepuaabl NPEACTaBIAIOTCS B  (dopMax,
JOCTYIIHBIX JUISI U3YYEHHUS CTYJIEHTaMU C OCOOBIMH 00pa3oBaTeIbHBIMHU MOTPEOHOCTAMHU C YYETOM
HO30JIOTUYECKUX Py HHBAJIN/OB!
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JInst MOATOTOBKM K OTBETY HAa NPAKTHYECKOM 3aHSITHH, CTYJICHTAM C OIPaHMYCHHBIMH
BO3MOXXHOCTSIMH 3/I0pPOBBSI CpE/IHEE BpPEMsl YBEIMUMBAETCS 110 CPABHEHHIO CO CPEAHUM BpPEMEHEM
HOATOTOBKH OOBIYHOTO CTY/ICHTA.

Jl1st CTyI€HTOB C MHBAIMHOCTHIO MJTH C OTPaHMYEHHBIMU BO3MOKHOCTSIMH 3/10pOBbsI (hopma
IPOBEJCHUS TEKYIIEH M IPOMEKYTOUYHOHN aTTECTALMH yCTAHABIMBACTCS C YIETOM MHANBUAYATIBHBIX
CXO0(PHU3NUECKUX O0COOCHHOCTEH (YCTHO, MUCHbMEHHO Ha Oymare, MUCbMEHHO Ha KOMIIBIOTEpE, B
dbopme TeCTUPOBAHUS U T.I1.).

[TpomexyTouHasi aTTecTalys MO JUCHUIUIMHE MOXET MPOBOAMUTHCS B HECKOJBKO ATAIOB B
dopMe pyOeKHOTO KOHTPOJS MO 3aBEPUICHUIO W3YyYCHHS OTICIBHBIX TeM AUCHMIUIMHBL. [Ipn
HEOOXOIMMOCTH CTYJEHTY MPEIOCTaBIACTCS JOMOJHUTEIHHOE BpEMsl ISl TMOATOTOBKH OTBETA Ha
3a4eTe WM 3K3aMeHe.

JUisi OCYIIECTBJICHUS! TPOLENYp TEKYIIETO KOHTPOJS YCHEBAaEMOCTH M TMPOMEKYTOUHOMN
aTTecTallii OOYYaIOIIMXCS CO3JMAIOTCS, NpPU HEOOXOJMMOCTH, (OHABI OIEHOYHBIX CPEJCTB,
a/IalITUPOBAHHBIC JUIS JIUI] C OTPAaHMYEHHBIMH BO3MOXKHOCTSIMU 3/I0OPOBbS U MTO3BOJISIONINE OLICHUTh
JOCTHKCHUE WMH 3allJIJAaHUPOBAHHBIX B OCHOBHOW 00pa30BaTENILHOM INpOrpaMMe pe3yIbTaToOB
o0y4YeHHsI ¥ YpOBEHb C(OPMHPOBAHHOCTH BCEX KOMIETEHIUH, 3asBICHHBIX B 00pa3oBaTEIbHON
nporpamme.

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

XapakTepucTUKa MaTepUaIbHO-TEXHUUYECKOr0 00eCeUeHHs JUCLUIUIMHBI COCTaBISIeTCs B
cooTtBeTcTBUM ¢ TpeboBaHusiMu OI'OC BO.

MaTepI/Ia.HI)HO-T€XHI/I‘-IeCKO€ obecnieueHue JUCHUIIJIMHBI ITPU O6y‘-IeHI/II/I C HCIIOJIB30BaHHUECM
TpaAUIIUOHHBIX TEXHOJIOrui O6y‘lCHI/I${.

HaumenoBaHue yuyeOHBIX ayTUTOPHIA,
JadopaTopuii, MaCTepCKUX, OUOJINOTEK,
CIIOPT32J10B, MOMeEIIEeHUH I XPAHEHUsT 1
NpoPUIAKTHIECKOr0 00CTy:KMBAHUSI Y4€OHOTO
000py10BaHus U T.II.

119071, 2. Mockea, Manwtit Kanyscckuit nepeynok, oom 1

AyAUTOpHUU T ITPOBCACHUA 3aHATUH
JICKIIMOHHOI'O TUIIA

OcHaleHHOCTh YUeOHBIX ayAUTOPHIi, 1ad0opaTopuii,
MAaCTEepPCKHX, O0H0JIMOTEK, CHOPTUBHBIX 32JI0B,
TOMelleHMil 11 XPaAHEeHHUs U NPOPUIAKTHYECKOT O
00cTy’KMBaHUS y4eOHOT0 000pyAOBAaHHS M T.IN.

KOMIUIEKT y4eOHOI Meben;

TEXHHYECKUE CPE/ICTBA OOYUCHHS, CITyIKAIHE JUIS
npecTaBIeHNs yaeOHOM NHPOPMAIH ayTUTOPUH:
— HOYTOYK;

— TPOEKTOP

Ay IUTOPHH ISl TIPOBEJICHUS JIA00PATOPHBIX
3aHSITHUH, TPYNIIOBBIX U UHAUBUIYAJbHBIX
KOHCYJIbTAI[UM, TEKYILEr0 KOHTPOJISA U
MPOMEKYTOUHOM aTTeCcTaluu

KOMIUIEKT yueOHOH MeOenu;

TEXHUYECKUE CPEACTBA O0YUEHUsI, CITyKaIlue IS
npecTaBIeHNs yaeOHOM NHPOPMAIH ayTUTOPUH:
— HOYTOYK,

— TPOEKTOD;

12 mepcoHaIbHBIX KOMIIBIOTEPOB.

TloMeneHus IJisi CAMOCTOSITEJILHOW PadOTHI
o0yJammnxcs

OcHaIEeHHOCTh MOMEIIeHHH ISl CAaMOCTOSITEILHOM
padoThI 00y4aIOIMUXCS

YUTAJIBbHBINA 3aJ1 OUOIUOTEKH:

KOMITBIOTEPHAs TEXHUKA; OJKITIOYEHHE K CETH
«HTepHET?

ayqUTOpUHM JUId  TpOBEeAEHHs JabopaTOPHBIX

3aHSATUN

KOMIUIEKT yueOHO# Mebemny;
12 mepcoHanbHBIX KOMITBIOTEPOB.

MaTCpI/IaJ'IBHO-TCXHI/I‘-ICCKOC obecrneucHue yqe6H0171 JHUCITUITIINHBI

npu  o0y4yeHuu

HCIIOJIB30BAHHUEM JJICKTPOHHOI'O 06yqu1/I${ N JTUCTAaHIIMOHHBIX O6pa3OBaTeJ'II)HI)IX TEXHOJIOTHH.

Heo0xoaumoe o6opyaoBanue ITapameTpsbI

TexHuuecKkue TpeﬁOBal—ll/lfl
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[lepconanbHblit kKoMIbIOTEp/ | BeO-0paysep Bepcust mporpaMmMHOTO 0OECTICUCHUS HE
HOYTOYK/TITAHIIET, umke: Chrome 72, Opera 59, Firefox 66, Edge
Kamepa, 79, SAnnexc.bpayzep 19.3
MUKPO(]OH, OnepannonHas cuctema | Bepcust mporpaMMHOTro oOecriedeHus He
JUHAMUKH, amwxke: Windows 7, macOS 10.12 «Sierra»,
JIOCTYT B ceTh VIHTEpHET Linux

Beb6-kamepa 640x480, 15 xaapos/c

Mukpodon 000

JnHaMuKu (KOJIOHKH WIIH | JTIOOBIE

HAyITHAKH)

CeTb (MHTEpHET) [ToctosiHHas ckopocTh He MeHee 192 xburt/c

TexHosoruueckoe  OOCCIICUCHUE — pealn3allid  MPOTPaMMbl  OCYHIECTBISIETCS  C
UCIIOJIb30BAHUEM  3JIEMCHTOB  DJICKTPOHHOH  MH(GOPMAIMOHHO-OOPa30BaTEIbHONW  CPEIIbI
yauBepcurera Moodle.
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10. YYEBHO-METOJIUYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE YYEFHOW JUCIIATLIMHB/ YYEBHOI'O

MOAYJIA
Anpec caiita IBC KoanuecTBO
Bun uznanus IK3eMILISAPOB
Ne T'on WJIH 3JIEKTPOHHOI0 pecypca
wn ABTOP(BI) HaumeHoBaHue H3TaHUS (yueoHuk, YII, HN3naTeancTBO S S S B OMOIHOTEKE
MII u ap.) YuuBepcurer
271IeKMPOHHOM 8UOe) a
10.1 OcHOBHas nHUTEPATypa, B TOM YUCIIE DIIEKTPOHHBIC N3TAHUS
1 Hecrepos C. A. OcHOBBI HH(POPMAIMOHHOM VuebHux Wsnarenscteo IAHB | 2021 https://znanium.com/catalog/docu
0e30macHOCTH ment?id=379717
2 I'pummna H.B. OcHOBBI HH()OPMAITHOHHON VYuebHoe M.: HUL] UTHOPA-M | 2021 https://znanium.com/catalog/docu
0€30MmacHOCTH nocobue ment?id=379717
3 Parmees C.M. MaremMaTH4eCKUe METOIbI VYuebHoe W3natenscteo JIAHD | 2023 https://znanium.com/catalog/docu
3alIUThl THPOPMALIUU U UX nocooue ment?id=379717
OCHOBBI
10.2 JononHuTeNbHAS IUTEPATYPA, B TOM YHCIIE JIEKTPOHHBIE U3IaHUS
4 Hosukos B.K. OpraHu3aimoHHO-TIPaBOBEIE VYuebHOE UsnarenscrBo: 2015 https://znanium.com/catalog/docu 5
OCHOBBI HH()OPMAITMOHHOM nmocooue lopsiaas nuaMs- ment?id=67242
6e3omacHOCTH (3aUTUTHI Tenexom
uHpopmarun). FOpunndeckas
OTBETCTBEHHOCTb 32
NpaBOHAPYLICHHsS B 00JIACTH
UHPOPMAITMOHHON
0e30macHOCTH (3alTUTHI
uHQOpMAaIIK)
10.3 MeToanueckue Marepraisl (YKa3zaHUs, PEKOMEHIAINY TI0 OCBOSHUIO NUCIUIUIMHBI (Moyisi) aBTopoB PI'Y M. A. H. KoceirnHa)
5 | boiities O.M. 3amuTH CBOit KOMITBIOTEp Ha [Mpaktudeckoe | M3matensctBo: [Tutep | 2008 https://znanium.com/catalog/docu 5
100 % oT BHpYCOB U XaKkepoB | mocobue ment?id=379882



https://znanium.com/catalog/publishers/books?ref=7a68c8c2-34c6-11e4-b05e-00237dd2fde2
https://znanium.com/catalog/publishers/books?ref=7a68c8c2-34c6-11e4-b05e-00237dd2fde2
https://znanium.com/catalog/publishers/books?ref=be48c4f6-3408-11e4-b05e-00237dd2fde2
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11. HHO®OPMAIMOHHOE OBECHEYEHHUE YYEBHOI'O ITPOIIECCA

11.1. Pecypchl 31€KTpOHHOM OMOIMOTEKH, HH(POPMALIMOHHO-CIIPABOYHbBIE CUCTEMBI U

HpO(beCCI/IOHaJ'IBHBIC 0a3nl JAaHHBIX .

Ne nm | DyekTpOHHBIE yueOHbIE U3aHNS, JJIEKTPOHHBIE 00pa30BaTeIbHbIE PeCyPChI

1. OBC «Jlanpy http://www.e.lanbook.com/

2. «Znanium.comy Hay4HO-U3aaTeabCKoro Hentpa «Mudpa-M»
http://znanium.com/

3. Dnexrponnsie uzganus «PI'Y um. A .H. Koceiruna» Ha miatdopme DbC «Znanium.comy»
http://znanium.com/

4, DJIeKTpOHHBIE pecypchl komnanuu [IUTM DkcnonenTa https://exponenta.ru/
IIpodeccnonanbHbIe 6a3bl JAHHBIX, HHPOPMAIMOHHBbIE CIIPABOYHbIE CHCTEMbI

1. Sumuknoneaus ACY TII. https://www.bookasutp.ru/

2. Bcepoccuiickass mareHTHO-TexHHYecKas Oubmmoreka https://wwwl.fips.ru/about/vptb-otdelenie-
vserossiyskaya-patentno-tekhnicheskaya-biblioteka/index.php

3. Hayxomerpuueckas 6a3a qanusix SCopus https://www.scopus.com/home.uri

4. Haykxomerpuueckas 6a3a nanusix Web of Science https://access.clarivate.com/

5. Poccwiickast rocynapcTBeHHas oubimmoreka https://www.rsl.ru/

6. IMouckosast cucrema PatSearch

7. HammonaneHas snekrponHasa oubamnorexka (HOB)

11.2. TlepedyeHsb mporpaMMHOTO oOecreueHuUs

PexBU3NTHI NOATBEPKIAIOIIETO

Neni/m | [IporpammHoOe o0ecnieueHue
nokymenta/ CBOOOHO pacipocTpaHsieMoe
1. Windows 10 Pro, MS Office 2019 koHTpakT Ne 18-DA-44-19 or 20.05.2019
2. PrototypingSketchUp: 3D modeling for koHTpakT Ne 18-DA-44-19 ot 20.05.2019
everyone
3. [Mporpammuoe obecnieuenre Matlab R2019a | konTpakt Ne 18-DA-44-19 ot 20.05.2019
4. [Tporpammuoe obecrnieuenre Mathcad Prime | kontpakt Ne 18-DA-44-19 ot 20.05.2019

6.0



http://www.e.lanbook.com/
http://znanium.com/
http://znanium.com/
http://webofknowledge.com/
https://www.rsl.ru/
https://www.fips.ru/about/vptb-otdelenie-vserossiyskaya-patentno-tekhnicheskaya-biblioteka/poiskovye-sistemy-i-bazy-dannykh.php#PatSearch
https://www.fips.ru/about/vptb-otdelenie-vserossiyskaya-patentno-tekhnicheskaya-biblioteka/poiskovye-sistemy-i-bazy-dannykh.php#NEB
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JUCT YUYETA OGHOBJIEHUI PABOYEN ITPOTr'PAMMBI YUEEHOM
JUCIHUIVIMHBI/MOAY JIsA

B pabouyro nporpamMmy y4eOHOW AUCIUIUIMHBI/ MOYJISI BHECEHBI U3MEHEHUS/OOHOBICHHS U
YTBEPKACHBI Ha 3acelaHuu Kadeapol:

Ne nnn rox XapakTep U3MeHeHHUi1/00HOBIeHU HOMEp
00HOBJICHHSA ¢ YKa3aHHeM paszjesia NPOTOKOJIA U
PILT JarTa 3acegqaHus

Kadeapbl




